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CVE CVE-2014-5004
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-10 18:29:00 UTC
Updated 2018-01-30 19:15:00 UTC
Description lib/brbackup.rb in the brbackup gem 0.1.1 for Ruby places the database password on the mysgl command line, which allow

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Brbackup Project Brbackup 0.1.1 All All All
Application Brbackup Project Brbackup 0.1.1 All All All

References

Reference Source Link Tags
oss-security - Vulnerabilities in Ruby Gem brbackup-0.1.1 MLIST www.openwall.com Mailing List, Thir
oss-security - Re: Vulnerability Report for Ruby Gem codders-dataset-1.3.2.1 (etc.) MLIST www.openwall.com Mailing List, Thir
www.vapid.dhs.org/advisories/brbackup-0.1.1.html MISC www.vapid.dhs.org Third Party Advig
RubyGems brbackup SQL Injection and Information Disclosure Vulnerabilities BID www.securityfocus.com  Third Party Advig
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy:

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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