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State

Assigner
Source Priority
Published
Updated

Description

CVE-2014-5008

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-03-31 16:59:00 UTC

2017-04-04 16:57:00 UTC

Snoopy allows remote attackers to execute arbitrary commands.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Redhat Openstack 5.0 All All All
Redhat Openstack 6.0 All All All
Redhat Openstack 5.0 All All All
Redhat Openstack 6.0 All All All
Snoopy Snoopy - All All All
Snoopy Snoopy - All All All

References

Reference

AnA AAALvib DaA- NI

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Source Link

REDHAT  rhn.r

oss-security - Re: CVE request - Snoopy incomplete fix for CVE-2008-4796 MLIST www

REDHAT  rhn.r

REDHAT  rhn.r

Bug 1121497 — CVE-2008-7313 CVE-2014-5008 CVE-2014-5009 snoopy: incomplete fixes for command execution flaws CONFIRM  bugz

Security Bulletin: Vulnerabilities in nagios affect PowerKVM MISC www
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https://cve.report/
https://cve.report/CVE-2014-5008/mitre
https://cve.report/CVE-2014-5008/nist
https://cve.report/CVE-2014-5008/cve_org
https://cve.report/api/cve/CVE-2014-5008.json
https://cve.report/CVE-2014-5008.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
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http://cve.report/vendor/snoopy
http://cve.report/software/snoopy/snoopy
http://cve.report/vendor/snoopy
http://cve.report/software/snoopy/snoopy
http://rhn.redhat.com/errata/RHSA-2017-0211.html
http://www.openwall.com/lists/oss-security/2014/07/18/2
http://rhn.redhat.com/errata/RHSA-2017-0213.html
http://rhn.redhat.com/errata/RHSA-2017-0214.html
https://bugzilla.redhat.com/show_bug.cgi?id=1121497
https://www-01.ibm.com/support/docview.wss?uid=isg3T1024264
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CVS Info for project snoopy CONFIRM  snoo
Snoopy 'exec()' Arbitrary Command Execution Vulnerability BID WWW
Debian -- Security Information -- DSA-3248-1 libphp-snoopy DEBIAN WWW
oss-security - Re: Re: CVE request - Snoopy incomplete fix for CVE-2008-4796 MLIST WWW
Red Hat Customer Portal REDHAT  rhn.r
CVE Program record CVE.ORG www
NVD vulnerability detail NVD nvd.1
Kl | il

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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