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Summary

CVE CVE-2014-5015

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-24 14:55:00 UTC

Updated 2017-08-29 01:35:00 UTC

Description bozotic HTTP server (aka bozohttpd) before 20140708, as used in NetBSD, truncates paths when checking .htpasswd restrictions, which allows remote attackers to bypass the HTTP authentication scheme and access restrictions via a long path.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eterna Bozohttpd 19990519 All All All

Application Eterna Bozohttpd 20000421 All All All

Application Eterna Bozohttpd 20000426 All All All

Application Eterna Bozohttpd 20000427 All All All

Application Eterna Bozohttpd 20000815 All All All

Application Eterna Bozohttpd 20000825 All All All

Application Eterna Bozohttpd 20010610 All All All

Application Eterna Bozohttpd 20010812 All All All

Application Eterna Bozohttpd 20010922 All All All

Application Eterna Bozohttpd 20020710 All All All

Application Eterna Bozohttpd 20020730 All All All

Application Eterna Bozohttpd 20020803 All All All

Application Eterna Bozohttpd 20020804 All All All

Application Eterna Bozohttpd 20020823 All All All

Application Eterna Bozohttpd 20020913 All All All

Application Eterna Bozohttpd 20021106 All All All

Application Eterna Bozohttpd 20030313 All All All
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Application Eterna Bozohttpd 20030313 All All All

Application Eterna Bozohttpd 20030409 All All All

Application Eterna Bozohttpd 20030626 All All All

Application Eterna Bozohttpd 20031005 All All All

Application Eterna Bozohttpd 20040218 All All All

Application Eterna Bozohttpd 20040808 All All All

Application Eterna Bozohttpd 20050410 All All All

Application Eterna Bozohttpd 20060517 All All All

Application Eterna Bozohttpd 20060710 All All All

Application Eterna Bozohttpd 20080303 All All All

Application Eterna Bozohttpd 20090417 All All All

Application Eterna Bozohttpd 20090522 All All All

Application Eterna Bozohttpd 20100509 All All All

Application Eterna Bozohttpd 20100512 All All All

Application Eterna Bozohttpd 20100617 All All All

Application Eterna Bozohttpd 20100621 All All All

Application Eterna Bozohttpd 20100920 All All All

Application Eterna Bozohttpd 20111118 All All All

Application Eterna Bozohttpd 20140102 All All All

Application Eterna Bozohttpd 19990519 All All All

Application Eterna Bozohttpd 20000421 All All All

Application Eterna Bozohttpd 20000426 All All All

Application Eterna Bozohttpd 20000427 All All All

Application Eterna Bozohttpd 20000815 All All All

Application Eterna Bozohttpd 20000825 All All All

Application Eterna Bozohttpd 20010610 All All All

Application Eterna Bozohttpd 20010812 All All All

Application Eterna Bozohttpd 20010922 All All All

Application Eterna Bozohttpd 20020710 All All All

Application Eterna Bozohttpd 20020730 All All All

Application Eterna Bozohttpd 20020803 All All All

Application Eterna Bozohttpd 20020804 All All All

Application Eterna Bozohttpd 20020823 All All All

Application Eterna Bozohttpd 20020913 All All All

Application Eterna Bozohttpd 20021106 All All All

Application Eterna Bozohttpd 20030313 All All All
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Application Eterna Bozohttpd 20030409 All All All

Application Eterna Bozohttpd 20030626 All All All

Application Eterna Bozohttpd 20031005 All All All

Application Eterna Bozohttpd 20040218 All All All

Application Eterna Bozohttpd 20040808 All All All

Application Eterna Bozohttpd 20050410 All All All

Application Eterna Bozohttpd 20060517 All All All

Application Eterna Bozohttpd 20060710 All All All

Application Eterna Bozohttpd 20080303 All All All

Application Eterna Bozohttpd 20090417 All All All

Application Eterna Bozohttpd 20090522 All All All

Application Eterna Bozohttpd 20100509 All All All

Application Eterna Bozohttpd 20100512 All All All

Application Eterna Bozohttpd 20100617 All All All

Application Eterna Bozohttpd 20100621 All All All

Application Eterna Bozohttpd 20100920 All All All

Application Eterna Bozohttpd 20111118 All All All

Application Eterna Bozohttpd 20140102 All All All

Application Eterna Bozohttpd All All All All

Operating System Netbsd Netbsd 5.1 All All All

Operating System Netbsd Netbsd 5.2 All All All

Operating System Netbsd Netbsd 6.0 All All All

Operating System Netbsd Netbsd 6.1 All All All

Operating System Netbsd Netbsd 5.1 All All All

Operating System Netbsd Netbsd 5.2 All All All

Operating System Netbsd Netbsd 6.0 All All All

Operating System Netbsd Netbsd 6.1 All All All

References

Reference Source Link Tags

bozohttpd 'snprintf()' Function Authentication Bypass Vulnerability BID www.securityfocus.com

oss-sec: Re: CVE Request: bozohttpd: basic http authentication bypass MLIST seclists.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

bozotic HTTP server CONFIRM www.eterna.com.au Patch

www.eterna.com.au/bozohttpd/CHANGES CONFIRM www.eterna.com.au

109283 OSVDB www.osvdb.org
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NetBSD-SA2014-007 NETBSD ftp.netbsd.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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