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The File module in Drupal 7.x before 7.29 does not properly check permissions to view files, which allows remote authentic:
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Drupal Drupal 7.0 All All All
Drupal Drupal 7.0 alphat All All
Drupal Drupal 7.0 alpha2 All All
Drupal Drupal 7.0 alpha3 All All
Drupal Drupal 7.0 alpha4 All All
Drupal Drupal 7.0 alphab All All
Drupal Drupal 7.0 alpha6 All All
Drupal Drupal 7.0 alpha7 All All
Drupal Drupal 7.0 betal All All
Drupal Drupal 7.0 beta2 All All
Drupal Drupal 7.0 beta3 All All
Drupal Drupal 7.0 dev All All
Drupal Drupal 7.0 rci All All
Drupal Drupal 7.0 rc2 All All
Drupal Drupal 7.0 rc3 All All
Drupal Drupal 7.0 rc4 All All
Drupal Drupal 71 All All All
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Application Drupal Drupal 7.8 All All All

Application Drupal Drupal 7.9 All All All

Application Drupal Drupal 7.x-dev All All All

Reference Source Link Tags

Debian -- Security Information -- DSA-2983-1 drupal7 DEBIAN www.debian.org

SA-CORE-2014-003 - Drupal core - Multiple vulnerabilities | Drupal.org CONFIRM  www.drupal.org Patch, Vendor Advisory
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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