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CVE CVE-2014-5140
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-01-03 20:15:00 UTC
Updated 2020-01-14 21:26:00 UTC
Description The bindReplace function in the query factory in includes/classes/database.php in Loaded Commerce 7 does not properly t

1|

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Loadedcommerce Loaded7 - All All
Application Loadedcommerce Loaded7 - All All

Language
All

All

References

Reference

Loaded Commerce 7 Shopping Cart SQL Injection = Packet Storm

Fixes the salt issue by breakingtech - Pull Request #520 - loadedcommerce/loaded7 - GitHub

Exploiting Systemic Query Vulnerabilities: Why You Should Not Attempt to Re-invent PDO - InfoSec Institute
IBM X-Force Exchange

LoadedCommerce? - Systemic Query Factory Vulnerability

CVE Program record

NVD vulnerability detail
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Source

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
packetstormsecu
github.com
resources.infosec
exchange.xforce.
www.exploit-db.c
wWww.cve.org
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https://cve.report/
https://cve.report/CVE-2014-5140/mitre
https://cve.report/CVE-2014-5140/nist
https://cve.report/CVE-2014-5140/cve_org
https://cve.report/api/cve/CVE-2014-5140.json
https://cve.report/CVE-2014-5140.pdf
http://cve.report/vendor/loadedcommerce
http://cve.report/software/loadedcommerce/loaded7
http://cve.report/vendor/loadedcommerce
http://cve.report/software/loadedcommerce/loaded7
http://packetstormsecurity.com/files/128183/Loaded-Commerce-7-Shopping-Cart-SQL-Injection.html
https://github.com/loadedcommerce/loaded7/pull/520
http://resources.infosecinstitute.com/exploiting-systemic-query-vulnerabilities-attempt-re-invent-pdo/
https://exchange.xforce.ibmcloud.com/vulnerabilities/95791
http://www.exploit-db.com/exploits/34552
https://www.cve.org/CVERecord?id=CVE-2014-5140
https://nvd.nist.gov/vuln/detail/CVE-2014-5140
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