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Summary

CVE CVE-2014-5174

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-31 14:55:00 UTC

Updated 2017-08-29 01:35:00 UTC

Description The SAP Netweaver Business Warehouse component does not properly restrict access to the functions in the BW-SYS-DB-DB4 function group, which allows remote authenticated users to obtain sensitive information via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Netweaver Business Warehouse - All All All

Application Sap Netweaver Business Warehouse - All All All

References

Reference Source

IBM X-Force Exchange XF

Acknowledgments to Security Researchers | SCN CONFIRM

SAP Netweaver Business Warehouse Missing Authorization ≈ Packet Storm MISC

Full Disclosure: [Onapsis Security Advisory 2014-026] Missing authorization check in function modules of BW-SYS-DB-DB4 FULLDISC

Onapsis - Register MISC

service.sap.com/sap/support/notes/1974016 CONFIRM

Security Advisory SA59635 - SAP NetWeaver Business Warehouse BW-SYS-DB-DB4 Security Bypass Security Issue - Secunia SECUNIA

SAP NetWeaver Business Warehouse Unauthorized Access Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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