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CVE CVE-2014-5255
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-21 23:15:00 UTC
Updated 2020-08-18 15:05:00 UTC
Description xcfa before 5.0.1 creates temporary files insecurely which could allow local users to launch a symlink attack and overwrite ¢
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Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Xcfa Project Xcfa All All All All

Application Xcfa Project Xcfa All All All All

Reference Sou
oss-security - Re: CVE request: xcfa: Insecure use of temporary files, subject to race conditions MIS
Debian xcfa Package Race Condition Multiple Insecure Temporary File Handling Vulnerabilities MIS
Invalid Bug ID MIS
IBM X-Force Exchange MIS
CVE-2014-5255 MIS
#756600 - xcfa: Insecure use of temporary files, subject to race conditions (CVE-2014-5254 CVE-2014-5255) - Debian Bug report logs ~ MIS
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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