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Summary

CVE CVE-2014-5282

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-06 16:29:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description Docker before 1.3 does not properly validate image IDs, which allows remote attackers to redirect to another image through the loading of untrusted images via 'docker load'.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Docker Docker All All All All

Application Docker Docker All All All All

References

Reference Source Link

Google Groups CONFIRM groups.google.com

Google Groups groups.google.com

1168436 – (CVE-2014-5282) CVE-2014-5282 docker: tagging image to ID can redirect images on subsequent pulls CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900005 CBL-Mariner Linux Security Update for moby-buildx 0.4.1

902822 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-buildx (4410)
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