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Summary

CVE CVE-2014-5302

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-28 15:29:00 UTC

Updated 2018-10-09 19:50:00 UTC

Description Directory traversal vulnerability in ServiceDesk Plus and Plus MSP v5 through v9.0 v9030; AssetExplorer v4 to v6.1; SupportCenter v5 to v7.9; IT360 v8 to v10.4 allows remote authenticated users to execute arbitrary code.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Manageengine Assetexplorer - All All All

Application Manageengine Assetexplorer - All All All

Application Manageengine It360 - All All All

Application Manageengine It360 - All All All

Application Manageengine Servicedesk Plus - All All All

Application Manageengine Servicedesk Plus - All All All

Application Manageengine Supportcenter - All All All

Application Manageengine Supportcenter - All All All
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Full Disclosure: [The ManageOwnage Series, part XI]: Remote code execution in ServiceDesk, Asset Explorer, Support Center and IT360
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IBM X-Force Exchange
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ManageEngine Shell Upload / Directory Traversal ≈ Packet Storm
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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