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Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV-NIACMIAUNICPINAN Certain versions of Adobe Air from Adobe contain the foIIowing
’ vulnerability:

Adobe Flash Player before 13.0.0.241 and 14.x before 14.0.0.176 on
Windows and OS X and before 11.2.202.400 on Linux, Adobe AIR
before 14.0.0.178 on Windows and OS X and before 14.0.0.179 on
Android, Adobe AIR SDK before 14.0.0.178, and Adobe AIR SDK &
Compiler before 14.0.0.178 do not properly restrict the SWF file format,
which allows remote attackers to conduct cross-site request forgery (CSRF) attacks against
JSONP endpoints, and obtain sensitive information, via a crafted OBJECT element with SWF
content satisfying the character-set requirements of a callback API, in conjunction with a
manipulation involving a '$' (dollar sign) or (' (open parenthesis) character. NOTE: this issue
exists because of an incomplete fix for CVE-2014-4671.

CVE-2014-5333 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: [SEMEDIIN |

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Adobe Security Bulletin .\ CONFIRM helpx.adobe.com/security/products/flash-player/apsb14-
18.html

IBM X-Force Exchange € XF adobe-cve20145333-csrf(95418)



https://cve.report/
https://cve.report/CVE-2014-5333/mitre
https://cve.report/CVE-2014-5333/nist
https://cve.report/CVE-2014-5333/cve_org
https://cve.report/CVE-2014-5333.pdf
http://cve.report/software/adobe/adobe_air
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://helpx.adobe.com/security/products/flash-player/apsb14-18.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/95418

Adobe fixed Rosetta Flash m

today

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

) MISC miki.it/blog/2014/8/15/adobe-really-fixed-rosetta-flash-today/

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Adobe Air 13.0.0.111 All All All
Application Adobe Adobe Air 13.0.0.83 All All All
Application Adobe Adobe Air 14.0.0.110 All All All
Application Adobe Adobe Air 13.0.0.111 All All All
Application Adobe Adobe Air 13.0.0.83 All All All
Application Adobe Adobe Air 14.0.0.110 All All All
Application Adobe Adobe Air All All All All
Application Adobe Adobe Air All All All All
Application Adobe Adobe Air Sdk 13.0.0.111 All All All
Application Adobe Adobe Air Sdk 13.0.0.83 All All All
Application Adobe Adobe Air Sdk 14.0.0.110 All All All
Application Adobe Adobe Air Sdk 13.0.0.111 All All All
Application Adobe Adobe Air Sdk 13.0.0.83 All All All
Application Adobe Adobe Air Sdk 14.0.0.110 All All All
Application Adobe Adobe Air Sdk All All All All
Application Adobe Flash Player 11.2.202.223 All All All
Application Adobe Flash Player 11.2.202.228 All All All
Application Adobe Flash Player 11.2.202.233 All All All
Application Adobe Flash Player 11.2.202.235 All All All
Application Adobe Flash Player 11.2.202.236 All All All
Application Adobe Flash Player 11.2.202.238 All All All
Application Adobe Flash Player 11.2.202.243 All All All
Application Adobe Flash Player 11.2.202.251 All All All
Application Adobe Flash Player 11.2.202.258 All All All
Application Adobe Flash Player 11.2.202.261 All All All

Application

Adobe

Flash Player

11.2.202.262

All

All

All
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Operating Viicrosoft windows All All All All
System

Operating Microsoft Windows All All All All
System

cpe:2.3:a:adobe:flash_player:11.2.202.233:*:*:***:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.235:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.236:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.238:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.243:*:*:***:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.251 " """

cpe:2.3:a:adobe:flash_player:11.2.202.258:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.261:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.262:*:*:*:*:*:*:*:


http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows







cpe:2.3:0:apple:mac_os_x:*:"** e

cpe:2.3:0:google:android:*:**

cpe:2.3:0:google:android:*:**

cpe:2.3:0:linux:linux_kernel: ™" **:*:

cpe:2.3:0:linux:linux_kernel:*: " **:*:

cpe:2.3:0:microsoft:windows:*:*:*:**:*:*:*:

No vendor comments have been submitted for this CVE
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