
CVE-2014-5369
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-5369

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-08 14:55:00 UTC

Updated 2016-12-22 02:59:00 UTC

Description Enigmail 1.7.x before 1.7.2 sends emails in plaintext when encryption is enabled and only BCC recipients are specified, which allows remote attackers to obtain sensitive information by sniffing the network.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Enigmail Enigmail 1.7 All All All

Application Enigmail Enigmail 1.7.2 All All All

Application Enigmail Enigmail 1.7 All All All

Application Enigmail Enigmail 1.7.2 All All All

References

Reference Source Link

oss-security - Re: Enigmail warning MLIST www.openwall.com

Gentoo Security GENTOO security.gentoo.org

openSUSE-SU-2014:1086-1: moderate: update for enigmail SUSE lists.opensuse.org

openSUSE-SU-2014:1096-1: moderate: enigmail: security fix SUSE lists.opensuse.org

Mageia Advisory: MGASA-2014-0421 - Updated firefox and thunderbird packages fix security vulnerabilities CONFIRM advisories.mageia.org

Enigmail / Bugs / #294 Not encrypting with Bcc recipients CONFIRM sourceforge.net

Security Advisory SA61854 - Mageia update for firefox and thunderbird - Secunia SECUNIA secunia.com

Enigmail / Forum / Enigmail Support:WARNING: Enigmail 1.7 *completely* *broken* CONFIRM sourceforge.net

Security Advisory SA60887 - SUSE update for enigmail - Secunia SECUNIA secunia.com

oss-security - Enigmail warning MLIST www.openwall.com
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Security Advisory SA60779 - Enigmail Bcc Email Information Disclosure Security Issue - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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