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CVE CVE-2014-5377
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-09-04 17:55:00 UTC
Updated 2018-10-09 19:50:00 UTC
Description ReadUsersFromMasterServlet in ManageEngine DeviceExpert before 5.9 build 5981 allows remote attackers to obtain use

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Manageengine Device Expert All All All

Language

All

References

Source Link

Reference

Full Disclosure: Re: [The ManageOwnage Series, part I]: User credential disclosure in ManageEngine DeviceExpert
Full Disclosure: Re: [The ManageOwnage Series, part Il]: User credential disclosure in ManageEngine DeviceExpert
raw.githubusercontent.com/pedrib/PoC/master/me_deviceexpert-5.ixt

ManageEngine DeviceExpert 5.9 - User Credential Disclosure

SecurityFocus

ManageEngine DeviceExpert CVE-2014-5377 User Credentials Information Disclosure Vulnerability

IBM X-Force Exchange

Network Change and Configuration Management | Network Configuration Management | DeviceExpert :: Overview
ManageEngine DeviceExpert 5.9 Credential Disclosure ~ Packet Storm

Full Disclosure: [The ManageOwnage Series, part Il]: User credential disclosure in ManageEngine DeviceExpert
CVE Program record

NVD vulnerability detail
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http://www.securityfocus.com/bid/69443
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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