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Summary

CVE CVE-2014-5428

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-29 10:59:00 UTC

Updated 2015-03-30 18:45:00 UTC

Description Unrestricted file upload vulnerability in unspecified web services in Johnson Controls Metasys 4.1 through 6.5, as used in Application and Data Server (ADS), Extended Application and Data Server (aka ADX), LonWorks Control Server 85 LCS8520, Network Automation Engine (NAE) 55xx-x, Network Integration Engine (NIE) 5xxx-x, and NxE8500, allows remote attackers to execute arbitrary code by uploading a shell script.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Johnsoncontrols Application And Data Server - All All All

Hardware Johnsoncontrols Application And Data Server - All All All

Hardware Johnsoncontrols Extended Application And Data Server - All All All

Hardware Johnsoncontrols Extended Application And Data Server - All All All

Hardware Johnsoncontrols Lonworks Control Server Lcs8520 - All All All

Hardware Johnsoncontrols Lonworks Control Server Lcs8520 - All All All

Application Johnsoncontrols Metsys 4.1 All All All

Application Johnsoncontrols Metsys 6.5 All All All

Application Johnsoncontrols Metsys 4.1 All All All

Application Johnsoncontrols Metsys 6.5 All All All

Hardware Johnsoncontrols Network Automation Engine 5510-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5510-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5510-2u - All All All

Hardware Johnsoncontrols Network Automation Engine 5510-2u - All All All

Hardware Johnsoncontrols Network Automation Engine 5511-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5511-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5520-2 - All All All
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Hardware Johnsoncontrols Network Automation Engine 5520-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5520-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5521-2 - All All All

Hardware Johnsoncontrols Network Automation Engine 5521-2 - All All All

Hardware Johnsoncontrols Network Integration Engine 5510-2 - All All All

Hardware Johnsoncontrols Network Integration Engine 5510-2 - All All All

Hardware Johnsoncontrols Network Integration Engine 5511-2 - All All All

Hardware Johnsoncontrols Network Integration Engine 5511-2 - All All All

Hardware Johnsoncontrols Nxe8500 - All All All

Hardware Johnsoncontrols Nxe8500 - All All All

References

Reference Source Link Tags

Johnson Controls Metasys Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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