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Summary

CVE CVE-2014-5439

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-19 16:15:00 UTC

Updated 2020-08-18 15:05:00 UTC

Description Multiple Stack-based Buffer Overflow vulnerabilities exists in Sniffit prior to 0.3.7 via a crafted configuration file that will bypass Non-eXecutable bit NX, stack smashing protector SSP, and address space layout randomization ASLR protection mechanisms, which could let a malicious user execute arbitrary code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Sniffit Project Sniffit All All All All

References

Reference Source Link Tags

Sniffit Root Shell ≈ Packet Storm MISC packetstormsecurity.com Exploit, Patch, Third Party Advisory, VDB Entry

SniffIt 'sn_cfgfile.c' Multiple Stack Buffer Overflow Vulnerabilities MISC www.securityfocus.com

Full Disclosure: CVE-2014-5439 - Root shell on Sniffit [with exploit] MISC seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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