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Directory traversal vulnerability in the DisplayChartPDF servlet in ZOHO ManageEngine Netflow Analyzer 8.6 through 10.2

| 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Zohocorp Manageengine [t360 10.3.0 All All All
Zohocorp Manageengine 1t360 10.3.0 All All All
Zohocorp Manageengine Netflow Analyzer 10.0 beta All All
Zohocorp Manageengine Netflow Analyzer 10.2 All All All
Zohocorp Manageengine Netflow Analyzer 8.6 All All All
Zohocorp Manageengine Netflow Analyzer 9.0 All All All
Zohocorp Manageengine Netflow Analyzer 9.1 All All All
Zohocorp Manageengine Netflow Analyzer 9.5 All All All
Zohocorp Manageengine Netflow Analyzer 9.6 All All All
Zohocorp Manageengine Netflow Analyzer 9.7 All All All
Zohocorp Manageengine Netflow Analyzer 9.8 All All All
Zohocorp Manageengine Netflow Analyzer 9.8.5 All All All
Zohocorp Manageengine Netflow Analyzer 9.8.6 All All All
Zohocorp Manageengine Netflow Analyzer 9.8.7 All All All
Zohocorp Manageengine Netflow Analyzer 9.9 All All All
Zohocorp Manageengine Netflow Analyzer 10.0 beta All All
Zohocorp Manageengine Netflow Analyzer 10.2 All All All
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References

Reference

SecurityFocus

SecurityFocus

4]

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

ManageEngine Netflow Analyzer / IT360 File Download ~ Packet Storm

Multiple ManageEngine Products Multiple Arbitrary File Download Vulnerabilities

CVE-2014-5445 &amp; CVE-2014-5446 &#x3a; Fix for Arbitrary file download

raw.githubusercontent.com/pedrib/PoC/master/ManageEngine/me_netflow_it360_file_dl.txt

Full Disclosure: [The ManageOwnage Series, part IX]: 0-day arbitrary file download in NetFlow Analyzer and IT360

Source

MISC

BUGTRAQ

MISC

FULLDISC

XF

BUGTRAQ

BID

CONFIRM

CVE.ORG

NVD

Link

packetstor
WWW.Secu
raw.github
seclists.ori
exchange.
WWW.Secu
WwWWw.secu
support.zo
WWWw.cve.c

nvd.nist.gc

-l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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