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CVE CVE-2014-5450
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-19 21:29:00 UTC
Updated 2018-04-20 14:56:00 UTC
Description Zarafa Collaboration Platform 4.1 uses world-readable permissions for /etc/zarafa/license, which allows local users to obtail

/ |
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zarafa Zarafa Collaboration Platform 4.1 All All All
Application Zarafa Zarafa Collaboration Platform 4.1 All All All
Reference

oss-security - Re: CVE request: Multiple incorrect default permissions in Zarafa

1133439 — (CVE-2014-5447, CVE-2014-5448, CVE-2014-5449, CVE-2014-5450) CVE-2014-5447 CVE-2014-5448 CVE-2014-5449 CVE-201
[SECURITY] Fedora 20 Update: zarafa-7.1.10-4.fc20

IBM X-Force Exchange

[SECURITY] Fedora 19 Update: zarafa-7.1.10-4.fc19

Zarafa '/etc/zarafa/license/' Directory Multiple Local Information Disclosure Vulnerabilities

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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