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Summary

CVE CVE-2014-5457

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-25 16:55:00 UTC

Updated 2014-08-26 17:21:00 UTC

Description QNAP TS-469U with firmware 4.0.7 Build 20140410, TS-459U, TS-EC1679U-RP, and SS-839 use world-readable permissions for /etc/config/shadow, which allows local users to obtain usernames and hashed passwords by reading the password.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qnap Ss-839 - All All All

Hardware Qnap Ss-839 - All All All

Operating System Qnap Ss-839 Firmware 4.0.7 All All All

Operating System Qnap Ss-839 Firmware 4.0.7 All All All

Hardware Qnap Ts-459u - All All All

Hardware Qnap Ts-459u - All All All

Operating System Qnap Ts-459u Firmware 4.0.7 All All All

Operating System Qnap Ts-459u Firmware 4.0.7 All All All

Hardware Qnap Ts-469u - All All All

Hardware Qnap Ts-469u - All All All

Operating System Qnap Ts-469u Firmware 4.0.7 All All All

Operating System Qnap Ts-469u Firmware 4.0.7 All All All

Hardware Qnap Ts-ec1679u-rp - All All All

Hardware Qnap Ts-ec1679u-rp - All All All

Operating System Qnap Ts-ec1679u-rp Firmware 4.0.7 All All All

Operating System Qnap Ts-ec1679u-rp Firmware 4.0.7 All All All
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References

Reference Source Link Tags

Full Disclosure: Re: QNAP TS-469U shadow file world readable FULLDISC seclists.org

Full Disclosure: QNAP TS-469U shadow file world readable FULLDISC seclists.org

Full Disclosure: Re: QNAP TS-469U shadow file world readable FULLDISC seclists.org

Full Disclosure: Re: QNAP TS-469U shadow file world readable FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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