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CVE CVE-2014-5506
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2014-09-04 17:55:00 UTC
Updated 2017-01-07 03:00:00 UTC
Description Double free vulnerability in SAP Crystal Reports allows remote attackers to execute arbitrary code via crafted connection st
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Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sap Crystal Reports - All All All
Application Sap Crystal Reports - All All All

References

Reference Source
Acknowledgments to Security Researchers | SCN CONFIRM
SAP Crystal Reports CVE-2014-5506 Remote Code Execution Vulnerability BID

Zero Day Initiative MISC
service.sap.com/sap/support/notes/1999142 CONFIRM
Security Advisory SA61016 - SAP Crystal Reports Connection String Arbitrary Code Execution Vulnerability - Secunia  SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2014-5506/mitre
https://cve.report/CVE-2014-5506/nist
https://cve.report/CVE-2014-5506/cve_org
https://cve.report/CVE-2014-5506.pdf
http://cve.report/vendor/sap
http://cve.report/software/sap/crystal_reports
http://cve.report/vendor/sap
http://cve.report/software/sap/crystal_reports
http://scn.sap.com/docs/DOC-8218
http://www.securityfocus.com/bid/69557
http://www.zerodayinitiative.com/advisories/ZDI-14-302/
https://service.sap.com/sap/support/notes/1999142
http://secunia.com/advisories/61016
https://www.cve.org/CVERecord?id=CVE-2014-5506
https://nvd.nist.gov/vuln/detail/CVE-2014-5506
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