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Summary

CVE CVE-2014-6031

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-08 16:29:00 UTC

Updated 2019-06-06 15:11:00 UTC

Description Buffer overflow in the mcpq daemon in F5 BIG-IP systems 10.x before 10.2.4 HF12, 11.x before 11.2.1 HF15, 11.3.x, 11.4.x before 11.4.1 HF9, 11.5.x before 11.5.2 HF1, and 11.6.0 before HF4, and Enterprise Manager 2.1.0 through 2.3.0 and 3.x before 3.1.1 HF5 allows remote authenticated administrators to cause a denial of service via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 10.1.0 All All All

Application F5 Big-ip Access Policy Manager 10.2.0 All All All

Application F5 Big-ip Access Policy Manager 10.2.1 All All All

Application F5 Big-ip Access Policy Manager 10.2.2 All All All

Application F5 Big-ip Access Policy Manager 10.2.3 All All All

Application F5 Big-ip Access Policy Manager 10.2.4 All All All

Application F5 Big-ip Access Policy Manager 11.0.0 All All All

Application F5 Big-ip Access Policy Manager 11.1.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.1 All All All

Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.0 All All All

Application F5 Big-ip Access Policy Manager 11.5.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.2 All All All

Application F5 Big-ip Access Policy Manager 11.6.0 All All All
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Application F5 Big-ip Access Policy Manager 11.6.0 All All All

Application F5 Big-ip Access Policy Manager 10.1.0 All All All

Application F5 Big-ip Access Policy Manager 10.2.0 All All All

Application F5 Big-ip Access Policy Manager 10.2.1 All All All

Application F5 Big-ip Access Policy Manager 10.2.2 All All All

Application F5 Big-ip Access Policy Manager 10.2.3 All All All

Application F5 Big-ip Access Policy Manager 10.2.4 All All All

Application F5 Big-ip Access Policy Manager 11.0.0 All All All

Application F5 Big-ip Access Policy Manager 11.1.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.1 All All All

Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.0 All All All

Application F5 Big-ip Access Policy Manager 11.5.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.2 All All All

Application F5 Big-ip Access Policy Manager 11.6.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.2 All All All

Application F5 Big-ip Advanced Firewall Manager 11.6.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.2 All All All

Application F5 Big-ip Advanced Firewall Manager 11.6.0 All All All

Application F5 Big-ip Analytics 11.0.0 All All All

Application F5 Big-ip Analytics 11.1.0 All All All

Application F5 Big-ip Analytics 11.2.0 All All All

Application F5 Big-ip Analytics 11.2.1 All All All
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Application F5 Big-ip Analytics 11.3.0 All All All

Application F5 Big-ip Analytics 11.4.0 All All All

Application F5 Big-ip Analytics 11.4.1 All All All

Application F5 Big-ip Analytics 11.5.0 All All All

Application F5 Big-ip Analytics 11.5.1 All All All

Application F5 Big-ip Analytics 11.5.2 All All All

Application F5 Big-ip Analytics 11.6.0 All All All

Application F5 Big-ip Analytics 11.0.0 All All All

Application F5 Big-ip Analytics 11.1.0 All All All

Application F5 Big-ip Analytics 11.2.0 All All All

Application F5 Big-ip Analytics 11.2.1 All All All

Application F5 Big-ip Analytics 11.3.0 All All All

Application F5 Big-ip Analytics 11.4.0 All All All

Application F5 Big-ip Analytics 11.4.1 All All All

Application F5 Big-ip Analytics 11.5.0 All All All

Application F5 Big-ip Analytics 11.5.1 All All All

Application F5 Big-ip Analytics 11.5.2 All All All

Application F5 Big-ip Analytics 11.6.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.2 All All All

Application F5 Big-ip Application Acceleration Manager 11.6.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.2 All All All

Application F5 Big-ip Application Acceleration Manager 11.6.0 All All All

Application F5 Big-ip Application Security Manager 10.0.0 All All All

Application F5 Big-ip Application Security Manager 10.1.0 All All All

Application F5 Big-ip Application Security Manager 10.2.0 All All All

Application F5 Big-ip Application Security Manager 10.2.1 All All All

Application F5 Big-ip Application Security Manager 10.2.2 All All All

Application F5 Big-ip Application Security Manager 10.2.3 All All All
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Application F5 Big-ip Application Security Manager 10.2.3 All All All

Application F5 Big-ip Application Security Manager 10.2.4 All All All

Application F5 Big-ip Application Security Manager 11.0.0 All All All

Application F5 Big-ip Application Security Manager 11.1.0 All All All

Application F5 Big-ip Application Security Manager 11.2.0 All All All

Application F5 Big-ip Application Security Manager 11.2.1 All All All

Application F5 Big-ip Application Security Manager 11.3.0 All All All

Application F5 Big-ip Application Security Manager 11.4.0 All All All

Application F5 Big-ip Application Security Manager 11.4.1 All All All

Application F5 Big-ip Application Security Manager 11.5.0 All All All

Application F5 Big-ip Application Security Manager 11.5.1 All All All

Application F5 Big-ip Application Security Manager 11.5.2 All All All

Application F5 Big-ip Application Security Manager 11.6.0 All All All

Application F5 Big-ip Application Security Manager 10.0.0 All All All

Application F5 Big-ip Application Security Manager 10.1.0 All All All

Application F5 Big-ip Application Security Manager 10.2.0 All All All

Application F5 Big-ip Application Security Manager 10.2.1 All All All

Application F5 Big-ip Application Security Manager 10.2.2 All All All

Application F5 Big-ip Application Security Manager 10.2.3 All All All

Application F5 Big-ip Application Security Manager 10.2.4 All All All

Application F5 Big-ip Application Security Manager 11.0.0 All All All

Application F5 Big-ip Application Security Manager 11.1.0 All All All

Application F5 Big-ip Application Security Manager 11.2.0 All All All

Application F5 Big-ip Application Security Manager 11.2.1 All All All

Application F5 Big-ip Application Security Manager 11.3.0 All All All

Application F5 Big-ip Application Security Manager 11.4.0 All All All

Application F5 Big-ip Application Security Manager 11.4.1 All All All

Application F5 Big-ip Application Security Manager 11.5.0 All All All

Application F5 Big-ip Application Security Manager 11.5.1 All All All

Application F5 Big-ip Application Security Manager 11.5.2 All All All

Application F5 Big-ip Application Security Manager 11.6.0 All All All

Application F5 Big-ip Edge Gateway 10.1.0 All All All

Application F5 Big-ip Edge Gateway 10.2.0 All All All

Application F5 Big-ip Edge Gateway 10.2.1 All All All

Application F5 Big-ip Edge Gateway 10.2.2 All All All

Application F5 Big-ip Edge Gateway 10.2.3 All All All
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Application F5 Big-ip Edge Gateway 10.2.4 All All All

Application F5 Big-ip Edge Gateway 11.0.0 All All All

Application F5 Big-ip Edge Gateway 11.1.0 All All All

Application F5 Big-ip Edge Gateway 11.2.0 All All All

Application F5 Big-ip Edge Gateway 11.2.1 All All All

Application F5 Big-ip Edge Gateway 11.3.0 All All All

Application F5 Big-ip Edge Gateway 10.1.0 All All All

Application F5 Big-ip Edge Gateway 10.2.0 All All All

Application F5 Big-ip Edge Gateway 10.2.1 All All All

Application F5 Big-ip Edge Gateway 10.2.2 All All All

Application F5 Big-ip Edge Gateway 10.2.3 All All All

Application F5 Big-ip Edge Gateway 10.2.4 All All All

Application F5 Big-ip Edge Gateway 11.0.0 All All All

Application F5 Big-ip Edge Gateway 11.1.0 All All All

Application F5 Big-ip Edge Gateway 11.2.0 All All All

Application F5 Big-ip Edge Gateway 11.2.1 All All All

Application F5 Big-ip Edge Gateway 11.3.0 All All All

Application F5 Big-ip Enterprise Manager 2.1.0 All All All

Application F5 Big-ip Enterprise Manager 2.2.0 All All All

Application F5 Big-ip Enterprise Manager 2.3.0 All All All

Application F5 Big-ip Enterprise Manager 3.0.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.1 All All All

Application F5 Big-ip Enterprise Manager 2.1.0 All All All

Application F5 Big-ip Enterprise Manager 2.2.0 All All All

Application F5 Big-ip Enterprise Manager 2.3.0 All All All

Application F5 Big-ip Enterprise Manager 3.0.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.1 All All All

Application F5 Big-ip Global Traffic Manager 10.0.0 All All All

Application F5 Big-ip Global Traffic Manager 10.1.0 All All All

Application F5 Big-ip Global Traffic Manager 10.2.0 All All All

Application F5 Big-ip Global Traffic Manager 10.2.1 All All All

Application F5 Big-ip Global Traffic Manager 10.2.2 All All All

Application F5 Big-ip Global Traffic Manager 10.2.3 All All All
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