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Summary

CVE CVE-2014-6032

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-01 23:55:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Multiple XML External Entity (XXE) vulnerabilities in the Configuration utility in F5 BIG-IP LTM, ASM, GTM, and Link Controller 11.0 through 11.6.0 and 10.0.0 through 10.2.4, AAM 11.4.0 through 11.6.0, ARM 11.3.0 through 11.6.0, Analytics 11.0.0 through 11.6.0, APM and Edge Gateway 11.0.0 through 11.6.0 and 10.1.0 through 10.2.4, PEM 11.3.0 through 11.6.0, PSM 11.0.0 through 11.4.1 and 10.0.0 through 10.2.4, and WOM 11.0.0 through 11.3.0 and 10.0.0 through 10.2.4 and Enterprise Manager 3.0.0 through 3.1.1 and 2.1.0 through 2.3.0 allow remote authenticated users to read arbitrary files and cause a denial of service via a crafted request, as demonstrated using (1) viewList or (2) deal elements.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.6.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.6.0 All All All

Application F5 Big-ip Analytics 11.0.0 All All All

Application F5 Big-ip Analytics 11.1.0 All All All

Application F5 Big-ip Analytics 11.2.0 All All All

Application F5 Big-ip Analytics 11.2.1 All All All

Application F5 Big-ip Analytics 11.3.0 All All All
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Application F5 Big-ip Analytics 11.3.0 All All All

Application F5 Big-ip Analytics 11.4.0 All All All

Application F5 Big-ip Analytics 11.4.1 All All All

Application F5 Big-ip Analytics 11.5.0 All All All

Application F5 Big-ip Analytics 11.5.1 All All All

Application F5 Big-ip Analytics 11.6.0 All All All

Application F5 Big-ip Analytics 11.0.0 All All All

Application F5 Big-ip Analytics 11.1.0 All All All

Application F5 Big-ip Analytics 11.2.0 All All All

Application F5 Big-ip Analytics 11.2.1 All All All

Application F5 Big-ip Analytics 11.3.0 All All All

Application F5 Big-ip Analytics 11.4.0 All All All

Application F5 Big-ip Analytics 11.4.1 All All All

Application F5 Big-ip Analytics 11.5.0 All All All

Application F5 Big-ip Analytics 11.5.1 All All All

Application F5 Big-ip Analytics 11.6.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.6.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.6.0 All All All

Application F5 Big-ip Application Security Manager 10.0.0 All All All

Application F5 Big-ip Application Security Manager 10.1.0 All All All

Application F5 Big-ip Application Security Manager 10.2.0 All All All

Application F5 Big-ip Application Security Manager 10.2.1 All All All

Application F5 Big-ip Application Security Manager 10.2.2 All All All

Application F5 Big-ip Application Security Manager 10.2.3 All All All

Application F5 Big-ip Application Security Manager 10.2.4 All All All

Application F5 Big-ip Application Security Manager 11.0.0 All All All

Application F5 Big-ip Application Security Manager 11.1.0 All All All

Application F5 Big-ip Application Security Manager 11.2.0 All All All
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Application F5 Big-ip Application Security Manager 11.2.1 All All All

Application F5 Big-ip Application Security Manager 11.3.0 All All All

Application F5 Big-ip Application Security Manager 11.4.0 All All All

Application F5 Big-ip Application Security Manager 11.4.1 All All All

Application F5 Big-ip Application Security Manager 11.5.0 All All All

Application F5 Big-ip Application Security Manager 11.5.1 All All All

Application F5 Big-ip Application Security Manager 11.6.0 All All All

Application F5 Big-ip Application Security Manager 10.0.0 All All All

Application F5 Big-ip Application Security Manager 10.1.0 All All All

Application F5 Big-ip Application Security Manager 10.2.0 All All All

Application F5 Big-ip Application Security Manager 10.2.1 All All All

Application F5 Big-ip Application Security Manager 10.2.2 All All All

Application F5 Big-ip Application Security Manager 10.2.3 All All All

Application F5 Big-ip Application Security Manager 10.2.4 All All All

Application F5 Big-ip Application Security Manager 11.0.0 All All All

Application F5 Big-ip Application Security Manager 11.1.0 All All All

Application F5 Big-ip Application Security Manager 11.2.0 All All All

Application F5 Big-ip Application Security Manager 11.2.1 All All All

Application F5 Big-ip Application Security Manager 11.3.0 All All All

Application F5 Big-ip Application Security Manager 11.4.0 All All All

Application F5 Big-ip Application Security Manager 11.4.1 All All All

Application F5 Big-ip Application Security Manager 11.5.0 All All All

Application F5 Big-ip Application Security Manager 11.5.1 All All All

Application F5 Big-ip Application Security Manager 11.6.0 All All All

Application F5 Big-ip Edge Gateway 10.1.0 All All All

Application F5 Big-ip Edge Gateway 10.2.0 All All All

Application F5 Big-ip Edge Gateway 10.2.1 All All All

Application F5 Big-ip Edge Gateway 10.2.2 All All All

Application F5 Big-ip Edge Gateway 10.2.3 All All All

Application F5 Big-ip Edge Gateway 10.2.4 All All All

Application F5 Big-ip Edge Gateway 11.0.0 All All All

Application F5 Big-ip Edge Gateway 11.1.0 All All All

Application F5 Big-ip Edge Gateway 11.2.0 All All All

Application F5 Big-ip Edge Gateway 11.2.1 All All All

Application F5 Big-ip Edge Gateway 11.3.0 All All All

Application F5 Big-ip Edge Gateway 10.1.0 All All All
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Application F5 Big-ip Edge Gateway 10.1.0 All All All

Application F5 Big-ip Edge Gateway 10.2.0 All All All

Application F5 Big-ip Edge Gateway 10.2.1 All All All

Application F5 Big-ip Edge Gateway 10.2.2 All All All

Application F5 Big-ip Edge Gateway 10.2.3 All All All

Application F5 Big-ip Edge Gateway 10.2.4 All All All

Application F5 Big-ip Edge Gateway 11.0.0 All All All

Application F5 Big-ip Edge Gateway 11.1.0 All All All

Application F5 Big-ip Edge Gateway 11.2.0 All All All

Application F5 Big-ip Edge Gateway 11.2.1 All All All

Application F5 Big-ip Edge Gateway 11.3.0 All All All

Application F5 Big-ip Global Traffic Manager 10.0.0 All All All

Application F5 Big-ip Global Traffic Manager 10.1.0 All All All

Application F5 Big-ip Global Traffic Manager 10.2.0 All All All

Application F5 Big-ip Global Traffic Manager 10.2.1 All All All

Application F5 Big-ip Global Traffic Manager 10.2.2 All All All

Application F5 Big-ip Global Traffic Manager 10.2.3 All All All

Application F5 Big-ip Global Traffic Manager 10.2.4 All All All

Application F5 Big-ip Global Traffic Manager 11.0.0 All All All

Application F5 Big-ip Global Traffic Manager 11.1.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.1 All All All

Application F5 Big-ip Global Traffic Manager 11.3.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.1 All All All

Application F5 Big-ip Global Traffic Manager 11.5.0 All All All

Application F5 Big-ip Global Traffic Manager 11.5.1 All All All

Application F5 Big-ip Global Traffic Manager 11.6.0 All All All

Application F5 Big-ip Global Traffic Manager 10.0.0 All All All

Application F5 Big-ip Global Traffic Manager 10.1.0 All All All

Application F5 Big-ip Global Traffic Manager 10.2.0 All All All

Application F5 Big-ip Global Traffic Manager 10.2.1 All All All

Application F5 Big-ip Global Traffic Manager 10.2.2 All All All

Application F5 Big-ip Global Traffic Manager 10.2.3 All All All

Application F5 Big-ip Global Traffic Manager 10.2.4 All All All

Application F5 Big-ip Global Traffic Manager 11.0.0 All All All
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Application F5 Big-ip Global Traffic Manager 11.1.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.1 All All All

Application F5 Big-ip Global Traffic Manager 11.3.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.1 All All All

Application F5 Big-ip Global Traffic Manager 11.5.0 All All All

Application F5 Big-ip Global Traffic Manager 11.5.1 All All All

Application F5 Big-ip Global Traffic Manager 11.6.0 All All All

Application F5 Big-ip Link Controller 10.0.0 All All All

Application F5 Big-ip Link Controller 10.1.0 All All All

Application F5 Big-ip Link Controller 10.2.0 All All All

Application F5 Big-ip Link Controller 10.2.1 All All All

Application F5 Big-ip Link Controller 10.2.2 All All All

Application F5 Big-ip Link Controller 10.2.3 All All All

Application F5 Big-ip Link Controller 10.2.4 All All All
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Application F5 Big-ip Link Controller 10.0.0 All All All

Application F5 Big-ip Link Controller 10.1.0 All All All

Application F5 Big-ip Link Controller 10.2.0 All All All

Application F5 Big-ip Link Controller 10.2.1 All All All

Application F5 Big-ip Link Controller 10.2.2 All All All

Application F5 Big-ip Link Controller 10.2.3 All All All

Application F5 Big-ip Link Controller 10.2.4 All All All

Application F5 Big-ip Link Controller 11.0.0 All All All

Application F5 Big-ip Link Controller 11.1.0 All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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