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Summary

CVE CVE-2014-6037

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-26 19:55:00 UTC

Updated 2020-03-26 14:15:00 UTC

Description Directory traversal vulnerability in the agentUpload servlet in ZOHO ManageEngine EventLog Analyzer 9.0 build 9002 and 8.2 build 8020 allows remote attackers to execute arbitrary code by uploading a ZIP file which contains an executable file with .. (dot dot) sequences in its name, then accessing the executable via a direct request to the file under the web root. Fixed in Build 11072.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Eventlog Analyzer 8.2 8020 All All

Application Zohocorp Manageengine Eventlog Analyzer 9.0 9002 All All

Application Zohocorp Manageengine Eventlog Analyzer 8.2 8020 All All

Application Zohocorp Manageengine Eventlog Analyzer 9.0 9002 All All

References

Reference

Full Disclosure: Re: Mogwai Security Advisory MSA-2014-01: ManageEngine EventLog Analyzer Multiple Vulnerabilities

110642

Full Disclosure: [The ManageOwnage Series, part IV]: RCE / file upload in Eventlog Analyzer, feat. special guests h0ng10 and Mogwai Security

ManageEngine EventLog Analyzer 9.9 Authorization / Code Execution ≈ Packet Storm

Full Disclosure: Re: Mogwai Security Advisory MSA-2014-01: ManageEngine EventLog Analyzer Multiple Vulnerabilities

Add Eventlog Analzyer exploit by pedrib · Pull Request #3732 · rapid7/metasploit-framework · GitHub

ManageEngine EventLog Analyzer Multiple Security Vulnerabilities

404 Page not found | MOGWAI LABS GmbH

Full Disclosure: Mogwai Security Advisory MSA-2014-01: ManageEngine EventLog Analyzer Multiple Vulnerabilities

ManageEngine EventLog Analyzer - Multiple Vulnerabilities
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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