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GNU C Library (aka glibc) before 2.20 allows context-dependent attackers to cause a denial of service (out-of-bounds read
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Glibc 2.0 All All All
Gnu Glibc 2.0.1 All All All
Gnu Glibc 2.0.2 All All All
Gnu Glibc 2.0.3 All All All
Gnu Glibc 2.04 All All All
Gnu Glibc 2.05 All All All
Gnu Glibc 2.0.6 All All All
Gnu Glibc 2.1 All All All
Gnu Glibc 2.1.1 All All All
Gnu Glibc 2116 All All All
Gnu Glibc 2.1.2 All All All
Gnu Glibc 2.1.3 All All All
Gnu Glibc 2.1.9 All All All
Gnu Glibc 2.10.1 All All All
Gnu Glibc 2.1 All All All
Gnu Glibc 2111 All All All
Gnu Glibc 2.11.2 All All All
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Application Gnu Glibc 217 All
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Red Hat Customer Portal - Access to 24x7 support and knowledge

Red Hat Customer Portal

access.redhat.com | CVE-2014-6040

GNU glibc ‘iconv()' Denial of Service Vulnerability

Support / Security / Advisories / / MDVSA-2014:175 | Mandriva

sourceware.org Git - glibc.git/commitdiff

Bug 17325 —iconv from ccsid 937 to utf-8 access invalid memory (CVE-2014-6040)
GNU C Library: Multiple vulnerabilities (GLSA 201602-02) — Gentoo Security
sourceware.org Git - glibc.git/’commitdiff

Debian -- Security Information -- DSA-3142-1 eglibc

USN-2432-1: GNU C Library vulnerabilities | Ubuntu

About Secunia Research | Flexera

linux.oracle.com | ELSA-2015-0016

oss-security - CVE request: glibc character set conversion from IBM code pages
oss-security - Re: CVE request: glibc character set conversion from IBM code pages
Security Advisory SA62146 - Oracle Linux update for glibc - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Bug 1135841 — CVE-2014-6040 glibc: crash in code page decoding functions (IBM933, IBM935, IBM937, IBM939, IBM1364)
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