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CVE-2014-6060

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2014-6060

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-09-04 17:55:00 UTC

2016-06-23 11:56:00 UTC

The get_option function in dhcped 4.0.0 through 6.x before 6.4.3 allows remote DHCP servers to cause a denial of service |

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Dhcpcd Project Dhcpcd 4.0.0 All All All
Dhcpced Project Dhcped 4.0.0 alphat All All
Dhcpcd Project Dhcpcd 4.0.0 alpha2 All All
Dhcpced Project Dhcpced 4.0.0 alpha3 All All
Dhcpcd Project Dhcpcd 4.0.0 betal All All
Dhcpced Project Dhcpced 4.0.0 beta2 All All
Dhcpcd Project Dhcpcd 4.0.0 beta3 All All
Dhcpced Project Dhcpced 4.0.0 beta4 All All
Dhcpced Project Dhcped 4.0.0 beta5 All All
Dhcpcd Project Dhcpcd 4.0.0 betab All All
Dhcpcd Project Dhcpced 4.0.0 beta7 All All
Dhcpcd Project Dhcpcd 4.0.0 beta8 All All
Dhcpced Project Dhcped 4.0.0 beta9 All All
Dhcpcd Project Dhcpcd 4.0.0 rci All All
Dhcpcd Project Dhcpced 4.0.0 rc2 All All
Dhcpcd Project Dhcpcd 4.0.0 rc3 All All
Dhcpced Project Dhepced 4.0.0 rc4 All All
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dhcpced: Check-in [1d2b93aabc] CONFIRM

The Slackware Linux Project: Slackware Security Advisories SLACKWARE
dhcped 'dhep.c' Denial of Service Vulnerability BID

Nexus Security Bulletin—April 2016 | Android Open Source Project CONFIRM
oss-security - CVE Request: dhcped DoS attack MLIST

Mageia Advisory: MGASA-2014-0334 - Updated dhcpcd package fixes security vulnerability = CONFIRM

oss-security - Re: CVE Request: dhcped DoS attack MLIST
Support / Security / Advisories / / MDVSA-2014:171 | Mandriva MANDRIVA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

roy.marples.name
www.slackware.com
www.securityfocus.com
source.android.com
www.openwall.com
advisories.mageia.org
www.openwall.com
www.mandriva.com
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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