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CVE CVE-2014-6140
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-06 15:59:00 UTC
Updated 2018-10-09 19:50:00 UTC
Description IBM Tivoli Endpoint Manager Mobile Device Management (MDM) before 9.0.60100 uses the same secret HMIAC token acrc
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update  Edition Language
Application Ibm Tivoli Endpoint Manager Mobile Device Management All All All All
Reference

IBM Security Bulletin: Unauthenticated Remote Code Execution in IBM Endpoint Manager Mobile Device Management (CVE-2014-6140) - Un
Full Disclosure: [RT-SA-2014-012] Unauthenticated Remote Code Execution in IBM Endpoint Manager Mobile Device Management Compone
IBM Endpoint Manager For Mobile Devices Code Execution ~ Packet Storm

IBM Tivoli Endpoint Manager Mobile Device Management (MDM) Lets Remote Users Execute Arbitrary Code - SecurityTracker

RedTeam Pentesting GmbH - Unauthenticated Remote Code Execution in IBM Endpoint Manager Mobile Device Management Components
SecurityFocus

IBM Tivoli Endpoint Manager Mobile Device Management Cross Site Scripting Vulnerability

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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