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CVE Program / NVD first with legacy fallback
2015-01-12 15:59:00 UTC

2017-09-08 01:29:00 UTC

The evtchn_fifo_set_pending function in Xen 4.4.x allows local guest users to cause a denial of service (host crash) via vec

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Xen Xen 4.4.0 All All All
Operating System Xen Xen 4.4.0 rci All All
Operating System Xen Xen 4.41 All All All
Operating System Xen Xen 4.4.0 All All All
Operating System Xen Xen 4.4.0 rci All All
Operating System Xen Xen 4.41 All All All
References |
Reference Source Link

/

Xen Initialization Flaw in evtchn_fifo_set_pending() Lets Local Guest Systems Crash the Host System - SecurityTracker SECTRACK — www

RETIRED: Xen CVE-2014-6268 Denial of Service Vulnerability BID Www
IBM X-Force Exchange XF exctk
XSA-107 - Xen Security Advisories CONFIRM xenk
CVE Program record CVE.ORG WWww
NVD vulnerability detail NVD nvd.

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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