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Summary

CVE CVE-2014-6269

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-30 14:55:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description Multiple integer overflows in the http_request_forward_body function in proto_http.c in HAProxy 1.5-dev23 before 1.5.4 allow remote attackers to cause a denial of service (crash) via a large stream of data, which triggers a buffer overflow and an out-of-bounds read.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Haproxy Haproxy 1.5 dev23 All All

Application Haproxy Haproxy 1.5 dev24 All All

Application Haproxy Haproxy 1.5 dev25 All All

Application Haproxy Haproxy 1.5 dev26 All All

Application Haproxy Haproxy 1.5.0 All All All

Application Haproxy Haproxy 1.5.1 All All All

Application Haproxy Haproxy 1.5.2 All All All

Application Haproxy Haproxy 1.5.3 All All All

Application Haproxy Haproxy 1.5 dev23 All All

Application Haproxy Haproxy 1.5 dev24 All All

Application Haproxy Haproxy 1.5 dev25 All All

Application Haproxy Haproxy 1.5 dev26 All All

Application Haproxy Haproxy 1.5.0 All All All

Application Haproxy Haproxy 1.5.1 All All All

Application Haproxy Haproxy 1.5.2 All All All

Application Haproxy Haproxy 1.5.3 All All All
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References

Reference Source

Repositories - haproxy-1.5.git/commitdiff CONFIRM

article.gmane.org | 522: Connection timed out MLIST

Security Advisory SA59936 - HAProxy &quot;http_request_forward_body()&quot; Two Integer Underflow Vulnerabilities - Secunia SECUNIA

Red Hat Customer Portal REDHAT

oss-security - Re: CVE Request: haproxy read out of bounds MLIST

Security Advisory SA61507 - Red Hat update for haproxy - Secunia SECUNIA

article.gmane.org | 522: Connection timed out MLIST

git.haproxy.org Git - haproxy-1.5.git/commitdiff

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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