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CVE-2014-6270

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-09-12 14:55:00 UTC

2017-09-08 01:29:00 UTC

Off-by-one error in the snmpHandleUdp function in snmp_core.cc in Squid 2.x and 3.x, when an SNMP port is configured, ¢

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Solaris 11.2 All All All
Oracle Solaris 11.2 All All All
Squid-cache Squid 2.4 .stablet All All All
Squid-cache Squid 2.4.stable2 All All All
Squid-cache Squid 2.4 .stable3 All All All
Squid-cache Squid 2.4.stable4 All All All
Squid-cache Squid 2.4.stableb All All All
Squid-cache Squid 2.4.stable6 All All All
Squid-cache Squid 2.4.stable7 All All All
Squid-cache Squid 2.5.stablet All All All
Squid-cache Squid 2.5.stable10 All All All
Squid-cache Squid 2.5.stable11 All All All
Squid-cache Squid 2.5.stable12 All All All
Squid-cache Squid 2.5.stable13 All All All
Squid-cache Squid 2.5.stable14 All All All
Squid-cache Squid 2.5.stable2 All All All
Squid-cache Squid 2.5.stable3 All All All
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oss-sec: Re: CVE-Request: squid snmp off-by-one

[security-announce] SUSE-SU-2016:2089-1: important: Security update for

Bug 895773 — VUL-1: CVE-2014-6270: squid: off by one in snmp subsystem

[epriiritv-annniineel QIISF-KI-2N1R:100R-1: imnartant: Seciiritv 1indate far

1139967 — (CVE-2014-6270) CVE-2014-6270 squid: off-by-one error in snmpHandleUdp() leading to a bss-based buffer overflow (SQUID-201
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Oracle Solaris Third Party Bulletin - July 2015

USN-2921-1: Squid vulnerabilities | Ubuntu

Squid 'snmpHandleUdp()' Function Off-By-One Heap Buffer Overflow Vulnerability
oss-sec: CVE-Request: squid snmp off-by-one

Squid: Multiple vulnerabilities (GLSA 201607-01) — Gentoo security

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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