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Summary

CVE CVE-2014-6271

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-24 18:48:00 UTC

Updated 2021-11-17 22:15:00 UTC

Description GNU Bash through 4.3 processes trailing strings after function definitions in the values of environment variables, which allows remote attackers to execute arbitrary code via a crafted environment, as demonstrated by vectors involving the ForceCommand feature in OpenSSH sshd, the mod_cgi and mod_cgid modules in the Apache HTTP Server, scripts executed by unspecified DHCP clients, and other situations in which setting the environment occurs across a privilege boundary from Bash execution, aka "ShellShock." 

Risk And Classification

EPSS: 0.942200000 probability, percentile 0.999250000 (date 2026-04-17)

CISA KEV: Listed on 2022-01-28; due 2022-07-28; ransomware use Unknown

Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor GNU

Product Bourne-Again Shell (Bash)

Name GNU Bourne-Again Shell (Bash) Arbitrary Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2014-6271

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Bash 1.14.0 All All All

Application Gnu Bash 1.14.1 All All All

Application Gnu Bash 1.14.2 All All All

Application Gnu Bash 1.14.3 All All All

Application Gnu Bash 1.14.4 All All All

Application Gnu Bash 1.14.5 All All All

Application Gnu Bash 1.14.6 All All All

Application Gnu Bash 1.14.7 All All All
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Application Gnu Bash 1.14.7 All All All

Application Gnu Bash 2.0 All All All

Application Gnu Bash 2.01 All All All

Application Gnu Bash 2.01.1 All All All

Application Gnu Bash 2.02 All All All

Application Gnu Bash 2.02.1 All All All

Application Gnu Bash 2.03 All All All

Application Gnu Bash 2.04 All All All

Application Gnu Bash 2.05 All All All

Application Gnu Bash 2.05 a All All

Application Gnu Bash 2.05 b All All

Application Gnu Bash 3.0 All All All

Application Gnu Bash 3.0.16 All All All

Application Gnu Bash 3.1 All All All

Application Gnu Bash 3.2 All All All

Application Gnu Bash 3.2.48 All All All

Application Gnu Bash 4.0 All All All

Application Gnu Bash 4.0 rc1 All All

Application Gnu Bash 4.1 All All All

Application Gnu Bash 4.2 All All All

Application Gnu Bash 4.3 All All All

Application Gnu Bash 1.14.0 All All All

Application Gnu Bash 1.14.1 All All All

Application Gnu Bash 1.14.2 All All All

Application Gnu Bash 1.14.3 All All All

Application Gnu Bash 1.14.4 All All All

Application Gnu Bash 1.14.5 All All All

Application Gnu Bash 1.14.6 All All All

Application Gnu Bash 1.14.7 All All All

Application Gnu Bash 2.0 All All All

Application Gnu Bash 2.01 All All All

Application Gnu Bash 2.01.1 All All All

Application Gnu Bash 2.02 All All All

Application Gnu Bash 2.02.1 All All All

Application Gnu Bash 2.03 All All All

Application Gnu Bash 2.04 All All All
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Application Gnu Bash 2.05 All All All

Application Gnu Bash 2.05 a All All

Application Gnu Bash 2.05 b All All

Application Gnu Bash 3.0 All All All

Application Gnu Bash 3.0.16 All All All

Application Gnu Bash 3.1 All All All

Application Gnu Bash 3.2 All All All

Application Gnu Bash 3.2.48 All All All

Application Gnu Bash 4.0 All All All

Application Gnu Bash 4.0 rc1 All All

Application Gnu Bash 4.1 All All All

Application Gnu Bash 4.2 All All All

Application Gnu Bash 4.3 All All All
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IBM Security Bulletin: Vulnerabilities in Bash affect IBM System Storage Storwize V7000 Unified (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

'[security bulletin] HPSBMU03220 rev.1 - HP Shunra Network Appliance / HP Shunra Wildcat Appliance, R' - MARC

IBM Security Bulletin: Vulnerabilities in Bash affect IBM Security Access Manager for Mobile and IBM Security Access Manager for Web (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

[security-announce] SUSE-SU-2014:1287-1: important: Security update for

IBM Security Bulletin: Vulnerabilities in Bash affect IBM SmartCloud Entry Appliance (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

CA Technologies GNU Bash Shellshock ≈ Packet Storm

JVN#55667175: QNAP QTS vulnerable to OS command injection

About OS X bash Update 1.0 - Apple Support

Vulnerability Note VU#252743 - GNU Bash shell executes commands in exported functions in environment variables

Support | OES11 SP2, OES11SP1, OES2 SP3 vulnerability with GNU Bash Remote Code Execution (aka ShellShock) and Mozilla NSS vulnerabilities

'[security bulletin] HPSBMU03182 rev.1 - HP Server Automation running Bash Shell, Remote Code Executi' - MARC

Full Disclosure: FW: NEW VMSA-2014-0010 - VMware product updates address critical Bash security vulnerabilities

About Secunia Research | Flexera

IBM Security Bulletin: Vulnerabilities in Bash affect IBM Smart Analytics System 7600, 7700 and 7710 (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

lcamtuf's blog: Quick notes about the bash bug, its impact, and the fixes so far

About Secunia Research | Flexera

About Secunia Research | Flexera

IBM Security Bulletin: Vulnerabilities in Bash affect IBM Smart Analytics System 5600 (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

[security-announce] SUSE-SU-2014:1212-1: critical: Security update for b

IBM Security Bulletin: Vulnerabilities in Bash affect IBM PureApplication System (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

Security Advisory SA61547 - Ubuntu update for bash - Secunia

IBM Security Bulletin: Vulnerabilities in Bash affect IBM InfoSphere Guardium Database Activity Monitoring (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

GNU Bourne-Again Shell (Bash) ‘Shellshock’ Vulnerability (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277 and CVE 2014-6278) | US-CERT

'[security bulletin] HPSBMU03217 rev.1 - HP Vertica Analytics Platform running Bash Shell, Remote Cod' - MARC

About Secunia Research | Flexera

'[security bulletin] HPSBGN03142 rev.1 - HP Business Service Automation Essentials running Bash Shell' - MARC

linux.oracle.com | ELSA-2014-1293

'[security bulletin] HPSBMU03144 rev.1 - HP Operation Agent Virtual Appliance, Bash Shell, Remote Cod' - MARC

Red Hat Customer Portal

About Secunia Research | Flexera

VMSA-2014-0010.13 | United States

IBM Security Bulletin: Vulnerabilities in Bash affect Proventia Network Enterprise Scanner (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

Red Hat Customer Portal

About Secunia Research | Flexera

About Secunia Research | Flexera
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Juniper Networks - 2015-04 Security Bulletin: IDP: Multiple vulnerabilities addressed by third party software updates.

Support / Security / Advisories / / MDVSA-2015:164 | Mandriva

VMware Security Advisory 2014-0010 ≈ Packet Storm

Check Point Response to CVE-2014-6271 and CVE-2014-7169 Bash Code Injection vulnerability

[security-announce] openSUSE-SU-2014:1226-1: critical: bash: security an

Security Advisory SA61542 - Oracle Linux update for bash - Secunia

GNU Bash Shellshock command injection vulnerabilities | Blue Coat Systems, Inc.

IBM Security Bulletin: Vulnerabilities in Bash affect DS8000 HMC (CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-2014-7187, CVE-2014-6277, CVE-2014-6278) - United States

'[security bulletin] HPSBST03181 rev.1 - HP StoreEver ESL G3 Tape Library running Bash Shell, Remote ' - MARC
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NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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