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Certain versions of Bash from Gnu contain the following vulnerability:

GNU Bash through 4.3 bash43-026 does not properly parse function
definitions in the values of environment variables, which allows remote
attackers to execute arbitrary code or cause a denial of service
(uninitialized memory access, and untrusted-pointer read and write
operations) via a crafted environment, as demonstrated by vectors
involving the ForceCommand feature in OpenSSH sshd, the mod_cgi

and mod_cgid modules in the Apache HTTP Server, scripts executed by unspecified DHCP
clients, and other situations in which setting the environment occurs across a privilege
boundary from Bash execution. NOTE: this vulnerability exists because of an incomplete fix
for CVE-2014-6271 and CVE-2014-7169.
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| Flexera

secunia.com

Depreciated Link

text/plain

 SECUNIA 60044

IBM Security Bulletin:
Vulnerabilities in Bash
affect IBM Smart
Analytics System 5600
(CVE-2014-6271, CVE-
2014-7169, CVE-2014-
7186, CVE-2014-7187,
CVE-2014-6277, CVE-
2014-6278) - United
States

www-01.ibm.com

text/html

 CONFIRM www-01.ibm.com/support/docview.wss?uid=swg21686494

IBM Security Bulletin:
Vulnerabilities in Bash
affect IBM
PureApplication System
(CVE-2014-6271, CVE-
2014-7169, CVE-2014-
7186, CVE-2014-7187,
CVE-2014-6277, CVE-
2014-6278) - United
States

www-01.ibm.com

text/html

 CONFIRM www-01.ibm.com/support/docview.wss?uid=swg21686246

APPLE-SA-2015-01-27-4
OS X 10.10.2 and
Security Update 2015-
001

lists.apple.com

text/html

 APPLE APPLE-SA-2015-01-27-4

About the security
content of OS X El
Capitan v10.11 - Apple
Support

support.apple.com

text/html

 CONFIRM support.apple.com/HT205267

IBM Security Bulletin:
Vulnerabilities in Bash
affect IBM InfoSphere
Guardium Database
Activity Monitoring (CVE-
2014-6271, CVE-2014-

www-01.ibm.com

text/html

 CONFIRM www-01.ibm.com/support/docview.wss?uid=swg21685749

http://marc.info/?l=bugtraq&m=141585637922673&w=2
http://www-01.ibm.com/support/docview.wss?uid=swg21686445
https://cve.report/CVE-2014-6277/d94c4803
https://cve.report/CVE-2014-6277/dbc7c3dc
http://www-01.ibm.com/support/docview.wss?uid=swg21686494
http://www-01.ibm.com/support/docview.wss?uid=swg21686246
http://lists.apple.com/archives/security-announce/2015/Jan/msg00003.html
https://support.apple.com/HT205267
http://www-01.ibm.com/support/docview.wss?uid=swg21685749


7169, CVE-2014-7186,
CVE-2014-7187, CVE-
2014-6277, CVE-2014-
6278) - United States

'[security bulletin]
HPSBMU03217 rev.1 -
HP Vertica Analytics
Platform running Bash
Shell, Remote Cod' -
MARC

marc.info

text/html

 HP HPSBMU03217

About Secunia Research
| Flexera

secunia.com

Depreciated Link

text/plain

 SECUNIA 62312

'[security bulletin]
HPSBGN03142 rev.1 -
HP Business Service
Automation Essentials
running Bash Shell' -
MARC

marc.info

text/html

 HP HPSBGN03142

'[security bulletin]
HPSBMU03144 rev.1 -
HP Operation Agent
Virtual Appliance, Bash
Shell, Remote Cod' -
MARC

marc.info

text/html

 HP HPSBMU03144

About Secunia Research
| Flexera

secunia.com

Depreciated Link

text/plain

 SECUNIA 61603

VMSA-2014-0010.13 |
United States

www.vmware.com

text/html

 CONFIRM www.vmware.com/security/advisories/VMSA-2014-0010.html

IBM Security Bulletin:
Vulnerabilities in Bash
affect Proventia Network
Enterprise Scanner
(CVE-2014-6271, CVE-
2014-7169, CVE-2014-
7186, CVE-2014-7187,
CVE-2014-6277, CVE-
2014-6278) - United
States

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM www-01.ibm.com/support/docview.wss?uid=swg21685914

About Secunia Research
| Flexera

secunia.com

Depreciated Link

text/plain

 SECUNIA 60193

CVE-2014-6277 support.novell.com

text/html

 CONFIRM support.novell.com/security/cve/CVE-2014-6277.html

Support / Security /
Advisories / / MDVSA-
2015:164 | Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2015:164

Check Point Response to
CVE-2014-6271 and
CVE-2014-7169 Bash
Code Injection
vulnerability

supportcenter.checkpoint.com

application/octet-stream

 CONFIRM supportcenter.checkpoint.com/supportcenter/portal?
eventSubmit_doGoviewsolutiondetails=&solutionid=sk102673&src=securityAlerts

GNU Bash Shellshock
command injection

web.archive.org

text/html

 CONFIRM kb.bluecoat.com/index?page=content&id=SA82

http://marc.info/?l=bugtraq&m=141879528318582&w=2
https://cve.report/CVE-2014-6277/eaedf780
http://marc.info/?l=bugtraq&m=141383244821813&w=2
http://marc.info/?l=bugtraq&m=141383081521087&w=2
https://cve.report/CVE-2014-6277/f2a20603
http://www.vmware.com/security/advisories/VMSA-2014-0010.html
https://web.archive.org/web/2014/http://www-01.ibm.com/support/docview.wss?uid=swg21685914
https://cve.report/CVE-2014-6277/f5561274
http://support.novell.com/security/cve/CVE-2014-6277.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:164
https://cve.report/CVE-2014-6277/f91f9366
https://web.archive.org/web/2014/https://kb.bluecoat.com/index?page=content&id=SA82


vulnerabilities | Blue Coat
Systems, Inc.

Inactive Link Not Archived

IBM Security Bulletin:
Vulnerabilities in Bash
affect DS8000 HMC
(CVE-2014-6271, CVE-
2014-7169, CVE-2014-
7186, CVE-2014-7187,
CVE-2014-6277, CVE-
2014-6278) - United
States

www-01.ibm.com

text/html

 CONFIRM www-01.ibm.com/support/docview.wss?uid=ssg1S1004879

'[security bulletin]
HPSBST03181 rev.1 -
HP StoreEver ESL G3
Tape Library running
Bash Shell, Remote ' -
MARC

marc.info

text/html

 HP HPSBST03181

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Bash 1.14.0 All All All

Application Gnu Bash 1.14.1 All All All

Application Gnu Bash 1.14.2 All All All

Application Gnu Bash 1.14.3 All All All

Application Gnu Bash 1.14.4 All All All

Application Gnu Bash 1.14.5 All All All

Application Gnu Bash 1.14.6 All All All

Application Gnu Bash 1.14.7 All All All

Application Gnu Bash 2.0 All All All

Application Gnu Bash 2.01 All All All

Application Gnu Bash 2.01.1 All All All

Application Gnu Bash 2.02 All All All

Application Gnu Bash 2.02.1 All All All

Application Gnu Bash 2.03 All All All

Application Gnu Bash 2.04 All All All

Application Gnu Bash 2.05 All All All

Application Gnu Bash 2.05 a All All

http://www-01.ibm.com/support/docview.wss?uid=ssg1S1004879
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Application Gnu Bash 2.05 b All All

Application Gnu Bash 3.0 All All All

Application Gnu Bash 3.0.16 All All All

Application Gnu Bash 3.1 All All All

Application Gnu Bash 3.2 All All All

Application Gnu Bash 3.2.48 All All All

Application Gnu Bash 4.0 All All All

Application Gnu Bash 4.0 rc1 All All

Application Gnu Bash 4.1 All All All

Application Gnu Bash 4.2 All All All

Application Gnu Bash 4.3 All All All

Application Gnu Bash 1.14.0 All All All

Application Gnu Bash 1.14.1 All All All

Application Gnu Bash 1.14.2 All All All

Application Gnu Bash 1.14.3 All All All

Application Gnu Bash 1.14.4 All All All

Application Gnu Bash 1.14.5 All All All

Application Gnu Bash 1.14.6 All All All

Application Gnu Bash 1.14.7 All All All

Application Gnu Bash 2.0 All All All

Application Gnu Bash 2.01 All All All

Application Gnu Bash 2.01.1 All All All

Application Gnu Bash 2.02 All All All

Application Gnu Bash 2.02.1 All All All

Application Gnu Bash 2.03 All All All

Application Gnu Bash 2.04 All All All

Application Gnu Bash 2.05 All All All

Application Gnu Bash 2.05 a All All

Application Gnu Bash 2.05 b All All

Application Gnu Bash 3.0 All All All

Application Gnu Bash 3.0.16 All All All

Application Gnu Bash 3.1 All All All

Application Gnu Bash 3.2 All All All

Application Gnu Bash 3.2.48 All All All

Application Gnu Bash 4.0 All All All

Application Gnu Bash 4.0 rc1 All All
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Application Gnu Bash 4.0 rc1 All All

Application Gnu Bash 4.1 All All All

Application Gnu Bash 4.2 All All All

Application Gnu Bash 4.3 All All All

cpe:2.3:a:gnu:bash:1.14.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.01:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.01.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.02:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.02.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.03:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.04:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.05:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.05:a:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.05:b:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.2.48:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.1:*:*:*:*:*:*:*:

http://cve.report/vendor/gnu
http://cve.report/software/gnu/bash
http://cve.report/vendor/gnu
http://cve.report/software/gnu/bash
http://cve.report/vendor/gnu
http://cve.report/software/gnu/bash


cpe:2.3:a:gnu:bash:4.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:1.14.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.01:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.01.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.02:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.02.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.03:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.04:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.05:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.05:a:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:2.05:b:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:3.2.48:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:gnu:bash:4.1:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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