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CVE CVE-2014-6377
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-10-14 14:55:00 UTC
Updated 2017-09-08 01:29:00 UTC

Description Juniper JunosE before 13.3.3p0-1, 14.x before 14.3.2, and 15.x before 15.1.0, when DEBUG severity icmpTraffic logging is
i

/ |

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos E 13.3.0 All All All
Operating System Juniper Junos E 13.3.1 All All All
Operating System Juniper Junos E 14.3.0 All All All
Operating System Juniper Junos E 14.3.1 All All All
Operating System Juniper Junos E 13.3.0 All All All
Operating System Juniper Junos E 13.3.1 All All All
Operating System Juniper Junos E 14.3.0 All All All
Operating System Juniper Junos E 14.3.1 All All All
Operating System Juniper Junos E All All All All
References
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Juniper JunosE ICMP Processing Error Lets Remote Users Deny Service - SecurityTracker

Juniper Junosk CVE-2014-6377 ICMP Packet Handling Denial of Service Vulnerability

IBM X-Force Exchange

2014-10 Security Bulletin: JunosE: SRP Reset upon receipt of a malformed ICMP packet when icmpTraffic logging is enabled (CVE-2014-637
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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