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Off-by-one error in the is_rtsp_request_or_reply function in epan/dissectors/packet-rtsp.c in the RTSP dissector in Wireshai
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 1.10.0 All All All
Wireshark Wireshark 1.10.1 All All All
Wireshark Wireshark 1.10.2 All All All
Wireshark Wireshark 1.10.3 All All All
Wireshark Wireshark 1.10.4 All All All
Wireshark Wireshark 1.10.5 All All All
Wireshark Wireshark 1.10.6 All All All
Wireshark Wireshark 1.10.7 All All All
Wireshark Wireshark 1.10.8 All All All
Wireshark Wireshark 1.10.9 All All All
Wireshark Wireshark 1.12.0 All All All
Wireshark Wireshark 1.10.0 All All All
Wireshark Wireshark 1.10.1 All All All
Wireshark Wireshark 1.10.2 All All All
Wireshark Wireshark 1.10.3 All All All
Wireshark Wireshark 1.10.4 All All All
Wireshark Wireshark 1.10.5 All All All
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Application Wireshark Wireshark 1.10.6 All All All
Application Wireshark Wireshark 1.10.7 All All All
Application Wireshark Wireshark 1.10.8 All All All
Application Wireshark Wireshark 1.10.9 All All All
Application Wireshark Wireshark 1.12.0 All All All
Reference Source Link Tags
About Secunia Research | Flexera SECUNIA  secunia.com

Wireshark - wnpa-sec-2014-17 - RTSP dissector crash CONFIRM  www.wireshark.org
code.wireshark Code Review - wireshark.git/commit code.wireshark.org
code.wireshark Code Review - wireshark.git/commit CONFIRM  code.wireshark.org  Patch
404 Not Found CONFIRM  linux.oracle.com

Red Hat Customer Portal REDHAT  rhn.redhat.com
[security-announce] SUSE-SU-2014:1221-1: important: Security update for SUSE lists.opensuse.org

Debian -- Security Information -- DSA-3049-1 wireshark DEBIAN www.debian.org

About Secunia Research | Flexera SECUNIA  secunia.com

Bug 10381 — Buildbot crash output: fuzz-2014-08-14-9469.pcap CONFIRM  bugs.wireshark.org
openSUSE-SU-2014:1249-1: moderate: wireshark: update to 1.10.10 security SUSE lists.opensuse.org

Security Advisory SA61929 - Oracle Linux update for wireshark - Secunia SECUNIA  secunia.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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