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Summary

CVE CVE-2014-6450

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-16 20:59:00 UTC

Updated 2016-12-08 03:06:00 UTC

Description Juniper Junos OS before 11.4R12-S4, 12.1X44 before 12.1X44-D41, 12.1X46 before 12.1X46-D26, 12.1X47 before 12.1X47-D11/D15, 12.2 before 12.2R9, 12.2X50 before 12.2X50-D70, 12.3 before 12.3R8, 12.3X48 before 12.3X48-D10, 12.3X50 before 12.3X50-D42, 13.1 before 13.1R4-S3, 13.1X49 before 13.1X49-D42, 13.1X50 before 13.1X50-D30, 13.2 before 13.2R6, 13.2X51 before 13.2X51-D26, 13.2X52 before 13.2X52-D15, 13.3 before 13.3R3-S3, 14.1 before 14.1R3, 14.2 before 14.2R1, 15.1 before 15.1R1, and 15.1X49 before 15.1X49-D10, when configured for IPv6, allow remote attackers to cause a denial of service (mbuf chain corruption and kernel panic) via crafted IPv6 packets.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Junos 12.1x44 All All All

Operating System Juniper Junos 12.1x44 d10 All All

Operating System Juniper Junos 12.1x44 d15 All All

Operating System Juniper Junos 12.1x44 d20 All All

Operating System Juniper Junos 12.1x44 d25 All All

Operating System Juniper Junos 12.1x44 d30 All All

Operating System Juniper Junos 12.1x44 d35 All All

Operating System Juniper Junos 12.1x44 d40 All All

Operating System Juniper Junos 12.1x46 All All All

Operating System Juniper Junos 12.1x46 d10 All All

Operating System Juniper Junos 12.1x46 d15 All All

Operating System Juniper Junos 12.1x46 d20 All All

Operating System Juniper Junos 12.1x46 d25 All All

Operating System Juniper Junos 12.1x47 All All All

Operating System Juniper Junos 12.1x47 d10 All All

Operating System Juniper Junos 12.1x47 d15 All All

Operating System Juniper Junos 12.2 All All All
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Operating System Juniper Junos 12.2 All All All

Operating System Juniper Junos 12.2 r1 All All

Operating System Juniper Junos 12.2 r2 All All

Operating System Juniper Junos 12.2 r3 All All

Operating System Juniper Junos 12.2 r4 All All

Operating System Juniper Junos 12.2 r5 All All

Operating System Juniper Junos 12.2 r6 All All

Operating System Juniper Junos 12.2 r7 All All

Operating System Juniper Junos 12.2 r8 All All

Operating System Juniper Junos 12.2x65 All All All

Operating System Juniper Junos 12.3 All All All

Operating System Juniper Junos 12.3 r1 All All

Operating System Juniper Junos 12.3 r2 All All

Operating System Juniper Junos 12.3 r3 All All

Operating System Juniper Junos 12.3 r4 All All

Operating System Juniper Junos 12.3 r5 All All

Operating System Juniper Junos 12.3 r6 All All

Operating System Juniper Junos 12.3 r7 All All

Operating System Juniper Junos 12.3x48 All All All

Operating System Juniper Junos 12.3x48 d5 All All

Operating System Juniper Junos 12.3x50 All All All

Operating System Juniper Junos 12.3x50 d20 All All

Operating System Juniper Junos 12.3x50 d30 All All

Operating System Juniper Junos 12.3x50 d35 All All

Operating System Juniper Junos 12.3x50 d40 All All

Operating System Juniper Junos 13.1 All All All

Operating System Juniper Junos 13.1 r1 All All

Operating System Juniper Junos 13.1 r2 All All

Operating System Juniper Junos 13.1 r3 All All

Operating System Juniper Junos 13.1 r4 All All

Operating System Juniper Junos 13.1 r4-s2 All All

Operating System Juniper Junos 13.1x49 All All All

Operating System Juniper Junos 13.1x49 d45 All All

Operating System Juniper Junos 13.1x50 All All All

Operating System Juniper Junos 13.1x50 d25 All All

Operating System Juniper Junos 13.2 All All All

http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos


Operating System Juniper Junos 13.2 r1 All All

Operating System Juniper Junos 13.2 r2 All All

Operating System Juniper Junos 13.2 r3 All All

Operating System Juniper Junos 13.2 r4 All All

Operating System Juniper Junos 13.2 r5 All All

Operating System Juniper Junos 13.2x51 All All All

Operating System Juniper Junos 13.2x51 d10 All All

Operating System Juniper Junos 13.2x51 d15 All All

Operating System Juniper Junos 13.2x51 d20 All All

Operating System Juniper Junos 13.2x51 d25 All All

Operating System Juniper Junos 13.2x52 All All All

Operating System Juniper Junos 13.2x52 d10 All All

Operating System Juniper Junos 13.2x52 d15 All All

Operating System Juniper Junos 13.3 All All All

Operating System Juniper Junos 13.3 r1 All All

Operating System Juniper Junos 13.3 r2 All All

Operating System Juniper Junos 13.3 r3 All All

Operating System Juniper Junos 14.1 All All All

Operating System Juniper Junos 14.1 r1 All All

Operating System Juniper Junos 14.1 r2 All All

Operating System Juniper Junos 14.2 All All All

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1x49 All All All

Operating System Juniper Junos 12.1x44 All All All

Operating System Juniper Junos 12.1x44 d10 All All

Operating System Juniper Junos 12.1x44 d15 All All

Operating System Juniper Junos 12.1x44 d20 All All

Operating System Juniper Junos 12.1x44 d25 All All

Operating System Juniper Junos 12.1x44 d30 All All

Operating System Juniper Junos 12.1x44 d35 All All

Operating System Juniper Junos 12.1x44 d40 All All

Operating System Juniper Junos 12.1x46 All All All

Operating System Juniper Junos 12.1x46 d10 All All

Operating System Juniper Junos 12.1x46 d15 All All

Operating System Juniper Junos 12.1x46 d20 All All

Operating System Juniper Junos 12.1x46 d25 All All
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Operating System Juniper Junos 12.1x46 d25 All All

Operating System Juniper Junos 12.1x47 All All All

Operating System Juniper Junos 12.1x47 d10 All All

Operating System Juniper Junos 12.1x47 d15 All All

Operating System Juniper Junos 12.2 All All All

Operating System Juniper Junos 12.2 r1 All All

Operating System Juniper Junos 12.2 r2 All All

Operating System Juniper Junos 12.2 r3 All All

Operating System Juniper Junos 12.2 r4 All All

Operating System Juniper Junos 12.2 r5 All All

Operating System Juniper Junos 12.2 r6 All All

Operating System Juniper Junos 12.2 r7 All All

Operating System Juniper Junos 12.2 r8 All All

Operating System Juniper Junos 12.2x65 All All All

Operating System Juniper Junos 12.3 All All All

Operating System Juniper Junos 12.3 r1 All All

Operating System Juniper Junos 12.3 r2 All All

Operating System Juniper Junos 12.3 r3 All All

Operating System Juniper Junos 12.3 r4 All All

Operating System Juniper Junos 12.3 r5 All All

Operating System Juniper Junos 12.3 r6 All All

Operating System Juniper Junos 12.3 r7 All All

Operating System Juniper Junos 12.3x48 All All All

Operating System Juniper Junos 12.3x48 d5 All All

Operating System Juniper Junos 12.3x50 All All All

Operating System Juniper Junos 12.3x50 d20 All All

Operating System Juniper Junos 12.3x50 d30 All All

Operating System Juniper Junos 12.3x50 d35 All All

Operating System Juniper Junos 12.3x50 d40 All All

Operating System Juniper Junos 13.1 All All All

Operating System Juniper Junos 13.1 r1 All All

Operating System Juniper Junos 13.1 r2 All All

Operating System Juniper Junos 13.1 r3 All All

Operating System Juniper Junos 13.1 r4 All All

Operating System Juniper Junos 13.1 r4-s2 All All

Operating System Juniper Junos 13.1x49 All All All
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Operating System Juniper Junos 13.1x49 d45 All All

Operating System Juniper Junos 13.1x50 All All All

Operating System Juniper Junos 13.1x50 d25 All All

Operating System Juniper Junos 13.2 All All All

Operating System Juniper Junos 13.2 r1 All All

Operating System Juniper Junos 13.2 r2 All All

Operating System Juniper Junos 13.2 r3 All All

Operating System Juniper Junos 13.2 r4 All All

Operating System Juniper Junos 13.2 r5 All All

Operating System Juniper Junos 13.2x51 All All All

Operating System Juniper Junos 13.2x51 d10 All All

Operating System Juniper Junos 13.2x51 d15 All All

Operating System Juniper Junos 13.2x51 d20 All All

Operating System Juniper Junos 13.2x51 d25 All All

Operating System Juniper Junos 13.2x52 All All All

Operating System Juniper Junos 13.2x52 d10 All All

Operating System Juniper Junos 13.2x52 d15 All All

Operating System Juniper Junos 13.3 All All All

Operating System Juniper Junos 13.3 r1 All All

Operating System Juniper Junos 13.3 r2 All All

Operating System Juniper Junos 13.3 r3 All All

Operating System Juniper Junos 14.1 All All All

Operating System Juniper Junos 14.1 r1 All All

Operating System Juniper Junos 14.1 r2 All All

Operating System Juniper Junos 14.2 All All All

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1x49 All All All

References

Reference

Juniper Junos IPv6 Processing Error Lets Remote Users Cause the Target System to Crash - SecurityTracker

2015-10 Security Bulletin: Junos: Crafted packets cause mbuf chain corruption which may result in kernel panic (CVE-2014-6450) - Juniper Networks

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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