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Summary

CVE CVE-2014-6457

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-15 15:55:00 UTC

Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in Oracle Java SE 5.0u71, 6u81, 7u67, and 8u20; Java SE Embedded 7u60; and JRockit R27.8.3, and R28.3.3 allows remote attackers to affect confidentiality and integrity via vectors related to JSSE.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.5.0 update_71 All All

Application Oracle Jdk 1.6.0 update81 All All

Application Oracle Jdk 1.6.0 update_81 All All

Application Oracle Jdk 1.7.0 update60 All All

Application Oracle Jdk 1.7.0 update67 All All

Application Oracle Jdk 1.8.0 update20 All All

Application Oracle Jdk 1.5.0 update_71 All All

Application Oracle Jdk 1.6.0 update_81 All All

Application Oracle Jdk 1.7.0 update60 All All

Application Oracle Jdk 1.7.0 update67 All All

Application Oracle Jdk 1.8.0 update20 All All

Application Oracle Jre 1.5.0 update_71 All All

Application Oracle Jre 1.6.0 update_81 All All

Application Oracle Jre 1.7.0 update60 All All

Application Oracle Jre 1.7.0 update_60 All All

Application Oracle Jre 1.7.0 update_67 All All

Application Oracle Jre 1.8.0 update_20 All All
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Application Oracle Jre 1.8.0 update_20 All All

Application Oracle Jre 1.5.0 update_71 All All

Application Oracle Jre 1.6.0 update_81 All All

Application Oracle Jre 1.7.0 update_60 All All

Application Oracle Jre 1.7.0 update_67 All All

Application Oracle Jre 1.8.0 update_20 All All

Application Oracle Jrockit r27.8.3 All All All

Application Oracle Jrockit r28.3.3 All All All

Application Oracle Jrockit r27.8.3 All All All

Application Oracle Jrockit r28.3.3 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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