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Summary

CVE CVE-2014-6491

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-15 22:55:00 UTC

Updated 2022-07-01 14:17:00 UTC

Description Unspecified vulnerability in Oracle MySQL Server 5.5.39 and earlier and 5.6.20 and earlier allows remote attackers to affect confidentiality, integrity, and availability via vectors related to SERVER:SSL:yaSSL, a different vulnerability than CVE-2014-6500.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Juniper Junos Space All All All All

Application Mariadb Mariadb All All All All

Application Mariadb Mariadb All All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

References

Reference Source Link

Oracle Solaris Bulletin - April 2016 CONFIRM www.oracle.com

Juniper Networks - 2015-10 Security Bulletin: Junos Space: Multiple Vulnerabilities in Junos Space - Knowledge Base CONFIRM kb.juniper.net

About Secunia Research | Flexera SECUNIA secunia.com

Oracle Solaris Third Party Bulletin - October 2015 CONFIRM www.oracle.com

[security-announce] SUSE-SU-2015:0743-1: important: Security update for SUSE lists.opensuse.org

Gentoo Linux Documentation -- MySQL, MariaDB: Multiple vulnerabilities GENTOO security.gentoo.org

Security Advisory SA62073 - Gentoo update for mysql and mariadb - Secunia SECUNIA secunia.com
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Oracle Critical Patch Update - October 2014 CONFIRM www.oracle.com

Oracle MySQL Server CVE-2014-6491 Remote Security Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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