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Unspecified vulnerability in Oracle Java SE 5.0u71, 6u81, 7u67, and 8u20; Java SE Embedded 7u60; and JRockit R27.8.3
| |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Jdk 1.5.0 update_71 All All
Oracle Jak 1.6.0 update81 All All
Oracle Jdk 1.6.0 update_81 All All
Oracle Jak 1.7.0 update60 All All
Oracle Jak 1.8.0 update20 All All
Oracle Jak 1.5.0 update_71 All All
Oracle Jak 1.6.0 update_81 All All
Oracle Jak 1.7.0 update60 All All
Oracle Jdk 1.8.0 update20 All All
Oracle Jre 1.5.0 update_71 All All
Oracle Jre 1.6.0 update_81 All All
Oracle Jre 1.7.0 update60 All All
Oracle Jre 1.7.0 update_60 All All
Oracle Jre 1.7.0 update_67 All All
Oracle Jre 1.8.0 update_20 All All
Oracle Jre 1.5.0 update_71 All All
Oracle Jre 1.6.0 update 81 All All
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Application Oracle Jre 1.7.0 update_60 All All

Application Oracle Jre 1.7.0 update_67 All All

Application Oracle Jre 1.8.0 update_20 All All

Application Oracle Jrockit r27.8.3 All All All

Application Oracle Jrockit r28.3.3 All All All

Application Oracle Jrockit r27.8.3 All All All

Application Oracle Jrockit r28.3.3 All All All

Reference Source
[security-announce] SUSE-SU-2014:1526-1: important: Security update for SUSE
linux.oracle.com | ELSA-2014-1633 CONFIRM
Red Hat Customer Portal REDHAT
Security Advisory SA61346 - Ubuntu update for openjdk-7 - Secunia SECUNIA
McAfee KnowledgeBase - Intel Security - Security Bulletin: ePO update fixes multiple Oracle Java vulnerabilities CONFIRM
Security Advisory SA61163 - Red Hat update for java-1.6.0-sun - Secunia SECUNIA
Red Hat Customer Portal REDHAT
404 Not Found CONFIRM
Security Advisory SA60414 - Red Hat update for java-1.6.0-openjdk - Secunia SECUNIA
[security-announce] SUSE-SU-2014:1422-1: important: Security update for SUSE
USN-2388-1: OpendDK 7 vulnerabilities | Ubuntu UBUNTU
[security-announce] SUSE-SU-2015:0344-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
"[security bulletin] HPSBUX03218 SSRT101770 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC HP
[security-announce] SUSE-SU-2015:0376-1: important: Security update for SUSE
[security-announce] SUSE-SU-2015:0392-1: important: Security update for SUSE
Debian -- Security Information -- DSA-3077-1 openjdk-6 DEBIAN
Security Advisory SA61143 - Ubuntu update for openjdk-6 - Secunia SECUNIA
Red Hat Customer Portal REDHAT
Security Advisory SA61928 - Oracle Linux update for java-1.8.0-openjdk - Secunia SECUNIA
Debian -- Security Information -- DSA-3080-1 openjdk-7 DEBIAN
Red Hat Customer Portal REDHAT
Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security GENTOO
Security Advisory SA61018 - Oracle Linux update for java-1.7.0-openjdk - Secunia SECUNIA
Red Hat Customer Portal REDHAT
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http://linux.oracle.com/errata/ELSA-2014-1636
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http://lists.opensuse.org/opensuse-security-announce/2014-11/msg00013.html
http://www.ubuntu.com/usn/USN-2388-1
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http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00036.html
http://www.debian.org/security/2014/dsa-3077
http://secunia.com/advisories/61143
http://rhn.redhat.com/errata/RHSA-2014-1882.html
http://secunia.com/advisories/61928
http://www.debian.org/security/2014/dsa-3080
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Security Advisory SAB162Y - Uracle Java St Embedded Multiple Vulnerabilities - Secunia
USN-2386-1: OpendDK 6 vulnerabilities | Ubuntu

Security Advisory SA60417 - Red Hat update for java-1.7.0-openjdk - Secunia
Red Hat Customer Portal

Red Hat Customer Portal

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States
Red Hat Customer Portal

USN-2388-2: OpendDK 7 vulnerabilities | Ubuntu

linux.oracle.com | ELSA-2014-1634

Security Advisory SA61020 - Oracle Linux update for java-1.6.0-openjdk - Secunia
[security-announce] SUSE-SU-2015:0345-1: important: Security update for
[security-announce] SUSE-SU-2014:1549-1: important: Security update for

About Secunia Research | Flexera

Oracle Critical Patch Update - October 2014

About Secunia Research | Flexera

Security Advisory SA60416 - Red Hat update for java-1.8.0-openjdk - Secunia
Red Hat Customer Portal

Oracle Java SE CVE-2014-6512 IP Address Spoofing Vulnerability

Red Hat Customer Portal

Security Advisory SA61631 - Oracle JRockit Multiple Vulnerabilities - Secunia

Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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