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Summary

CVE CVE-2014-6591

State PUBLISHED

Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-21 15:28:27 UTC

Updated 2026-05-06 22:30:45 UTC

Description Unspecified vulnerability in the Java SE component in Oracle Java SE 5.0u75, 6u85, 7u72, and 8u25 allows remote attackers to affect confidentiality via unknown vectors related to 2D, a different vulnerability than CVE-2014-6585.

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:N/A:N

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.5.0 update75 All All

Application Oracle Jdk 1.6.0 update85 All All

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None
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Application Oracle Jdk 1.6.0 update85 All All

Application Oracle Jdk 1.7.0 update72 All All

Application Oracle Jdk 1.8.0 update25 All All

Application Oracle Jre 1.5.0 update75 All All

Application Oracle Jre 1.6.0 update85 All All

Application Oracle Jre 1.7.0 update72 All All

Application Oracle Jre 1.8.0 update25 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Debian -- Security Information -- DSA-3147-1 openjdk-6

Oracle Critical Patch Update - January 2015

[security-announce] openSUSE-SU-2015:0190-1: important: Security update

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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