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Unspecified vulnerability in Oracle Java SE 5.0u75, 6u85, 7u72, and 8u25; Java SE Embedded 7u71 and 8u6; and JRockit
| |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Jdk 1.5.0 update75 All All
Oracle Jak 1.5.0 update_75 All All
Oracle Jdk 1.6.0 update85 All All
Oracle Jak 1.6.0 update_85 All All
Oracle Jak 1.7.0 update71 All All
Oracle Jak 1.7.0 update72 All All
Oracle Jak 1.8.0 update25 All All
Oracle Jak 1.8.0 update6 All All
Oracle Jdk 1.5.0 update_75 All All
Oracle Jdk 1.6.0 update_85 All All
Oracle Jdk 1.7.0 update71 All All
Oracle Jdk 1.7.0 update72 All All
Oracle Jdk 1.8.0 update25 All All
Oracle Jdk 1.8.0 update6 All All
Oracle Jre 1.5.0 update75 All All
Oracle Jre 1.5.0 update_75 All All
Oracle Jre 1.6.0 update85 All All
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Application Oracle Jre 1.6.0 update_85 All All
Application Oracle Jre 1.7.0 update71 All All
Application Oracle Jre 1.7.0 update72 All All
Application Oracle Jre 1.7.0 update_71 All All
Application Oracle Jre 1.7.0 update_72 All All
Application Oracle Jre 1.8.0 update25 All All
Application Oracle Jre 1.8.0 update6 All All
Application Oracle Jre 1.8.0 update_25 All All
Application Oracle Jre 1.8.0 update_6 All All
Application Oracle Jre 1.5.0 update_75 All All
Application Oracle Jre 1.6.0 update_85 All All
Application Oracle Jre 1.7.0 update_71 All All
Application Oracle Jre 1.7.0 update_72 All All
Application Oracle Jre 1.8.0 update_25 All All
Application Oracle Jre 1.8.0 update_6 All All
Application Oracle Jrockit r27.8.4 All All All
Application Oracle Jrockit r28.3.4 All All All
Application Oracle Jrockit r27.8.4 All All All
Application Oracle Jrockit r28.3.4 All All All
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Debian -- Security Information -- DSA-3147-1 openjdk-6

HP Support document - HP Support Center

Red Hat Customer Portal

USN-2486-1: OpendDK 6 vulnerabilities | Ubuntu

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States
"[security bulletin] HPSBUX03273 SSRT101951 rev.1 - HP-UX running Java6, Remote Unauthorized Access, ' - MARC
VMSA-2015-0003.15 | United States

USN-2487-1: OpendDK 7 vulnerabilities | Ubuntu

Oracle Critical Patch Update - January 2015

IcedTea: Multiple vulnerabilities (GLSA 201603-14) — Gentoo security

[security-announce] openSUSE-SU-2015:0190-1: important: Security update

Red Hat Customer Portal

JSSE - SKIP-TLS - Multiple webapps Exploit
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VICAtee KnowledgeBase - MICAtee Security Bulletin - ePU update fixes muitiple Oracle Java vuinerabilities

Red Hat Customer Portal

Debian -- Security Information -- DSA-3144-1 openjdk-7

Red Hat Customer Portal

"[security bulletin] HPSBUX03281 SSRT101968 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC
Java Secure Socket Extension (JSSE) SKIP-TLS = Packet Storm

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201507-14) — Gentoo Security

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] SUSE-SU-2015:0503-1: important: Security update for

Oracle Java SE CVE-2014-6593 Remote Java SE, Java SE Embedded, JRockit Vulnerability

Red Hat Customer Portal

Oracle Java Bugs Let Local and Remote Users Gain Elevated Privileges and Remote Users Partially Access and Modify Data - Security Track
[security-announce] SUSE-SU-2015:0336-1: important: Security update for

CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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