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Summary

CVE CVE-2014-7146

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-18 15:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description The XmlImportExport plugin in MantisBT 1.2.17 and earlier allows remote attackers to execute arbitrary PHP code via a crafted (1) description field or (2) issuelink attribute in an XML file, which is not properly handled when executing the preg_replace function with the e modifier.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt 1.2.17 All All All

Application Mantisbt Mantisbt 1.2.17 All All All

References

Reference Source Link

Issue #12013: Improved ImportExportXml plugin · mantisbt/mantisbt@8401753 · GitHub CONFIRM github.com

oss-sec: CVE-2014-7146: MantisBT XmlImportExport plugin PHP Code Injection Vulnerability MLIST seclists.org

MantisBT XmlImportExport Plugin 'ImportXml.php' Arbitrary PHP Code Execution Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

XML Import: Fix php code injection vulnerability · mantisbt/mantisbt@bed19db · GitHub CONFIRM github.com

Security Advisory SA62101 - Debian update for mantis - Secunia SECUNIA secunia.com

0017725: CVE-2014-7146 : PHP Code Injection Vulnerability in XmlImportExport plugin - MantisBT CONFIRM www.mantisbt.org

Debian -- Security Information -- DSA-3120-1 mantis DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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