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Summary

CVE CVE-2014-7177

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-31 14:55:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description XML External Entity vulnerability in Enalean Tuleap 7.2 and earlier allows remote authenticated users to read arbitrary files via a crafted xml document in a create action to plugins/tracker/.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Enalean Tuleap All All All All

References

Reference Source Link Tags

cve-2014-7177 - Portcullis MISC www.portcullis-security.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Tuleap • Open Source Agile Project Management and Software Development tools CONFIRM www.tuleap.org Vendor Advisory

Full Disclosure: CVE-2014-7177 - External XML Entity Injection in Enalean Tuleap FULLDISC seclists.org Exploit

113680 OSVDB www.osvdb.org

External XML Entity Injection - request #7458 - Requests - Tuleap CONFIRM tuleap.net Vendor Advisory

Enalean Tuleap CVE-2014-7177 XML External Entity Information Disclosure Vulnerability BID www.securityfocus.com

Git Plugin - Tuleap CONFIRM tuleap.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2014-7177/mitre
https://cve.report/CVE-2014-7177/nist
https://cve.report/CVE-2014-7177/cve_org
https://cve.report/api/cve/CVE-2014-7177.json
https://cve.report/CVE-2014-7177.pdf
http://cve.report/vendor/enalean
http://cve.report/software/enalean/tuleap
https://www.portcullis-security.com/security-research-and-downloads/security-advisories/cve-2014-7177/
https://exchange.xforce.ibmcloud.com/vulnerabilities/98308
https://www.tuleap.org/recent-vulnerabilities
http://seclists.org/fulldisclosure/2014/Oct/120
http://www.osvdb.org/113680
https://tuleap.net/plugins/tracker/?aid=7458
http://www.securityfocus.com/bid/70771
https://tuleap.net/plugins/git/tuleap/tuleap/stable?p=tuleap%252Fstable.git&a=blob&h=aed26cbae81410a981c4615bd7da1518f31c50d0&hb=29cbe3557a07c74f3d910648b8c5307e8faef65a&f=ChangeLog
https://www.cve.org/CVERecord?id=CVE-2014-7177
https://nvd.nist.gov/vuln/detail/CVE-2014-7177


There are currently no legacy QID mappings associated with this CVE.
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