
CVE-2014-7180
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-7180

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-25 00:55:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Electric Cloud ElectricCommander before 4.2.6 and 5.x before 5.0.3 uses world-writable permissions for (1) eccert.pl and (2) ecconfigure.pl, which allows local users to execute arbitrary Perl code by modifying these files.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electric Cloud Electriccommander 5.0.0 All All All

Application Electric Cloud Electriccommander 5.0.1 All All All

Application Electric Cloud Electriccommander 5.0.2 All All All

Application Electric Cloud Electriccommander 5.0.0 All All All

Application Electric Cloud Electriccommander 5.0.1 All All All

Application Electric Cloud Electriccommander 5.0.2 All All All

Application Electric Cloud Electriccommander All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

ElectricCommander Local Privilege Escalation | Dell SecureWorks MISC www.secureworks.com

ElectricFlow 7.3, and earlier, documentation | CloudBees Docs MISC docs.electric-cloud.com Vendor Advisory

ElectricCommander 4.2.4.71224 Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com

404 | Secureworks MISC www.secureworks.com Exploit

Full Disclosure: CVE-2014-7180 - ElectricCommander Local Privilege Escalation FULLDISC seclists.org

ElectricCommander CVE-2014-7180 Multiple Local Privilege Escalation Vulnerabilities BID www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2014-7180/mitre
https://cve.report/CVE-2014-7180/nist
https://cve.report/CVE-2014-7180/cve_org
https://cve.report/api/cve/CVE-2014-7180.json
https://cve.report/CVE-2014-7180.pdf
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
http://cve.report/vendor/electric_cloud
http://cve.report/software/electric_cloud/electriccommander
https://exchange.xforce.ibmcloud.com/vulnerabilities/97735
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http://seclists.org/fulldisclosure/2014/Oct/104
http://www.securityfocus.com/bid/70722


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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