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AVNACLAUNCCICAC Certain versions of Bash from Gnu contain the following vulnerability:

Off-by-one error in the read_token_word function in parse.y in GNU
Bash through 4.3 bash43-026 allows remote attackers to cause a
denial of service (out-of-bounds array access and application crash) or
possibly have unspecified other impact via deeply nested for loops,
aka the "word_lineno" issue.

CVE-2014-7187 has been assigned by [J] cve@mitre.org to track the vulnerability
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Bash 1.14.0 All All All
Application Gnu Bash 1.14.1 All All All
Application Gnu Bash 1.14.2 All All All
Application Gnu Bash 1.14.3 All All All
Application Gnu Bash 1.14.4 All All All
Application Gnu Bash 1.14.5 All All All
Application Gnu Bash 1.14.6 All All All
Application Gnu Bash 1.14.7 All All All
Application Gnu Bash 2.0 All All All
Application Gnu Bash 2.01 All All All
Application Gnu Bash 2.01.1 All All All
Application Gnu Bash 2.02 All All All
Application Gnu Bash 2.02.1 All All All
Application Gnu Bash 2.03 All All All
Application Gnu Bash 2.04 All All All
Application Gnu Bash 2.05 All All All
Application Gnu Bash 2.05 a All All
Application Gnu Bash 2.05 b All All
Application Gnu Bash 3.0 All All All
Application Gnu Bash 3.0.16 All All All
Application Gnu Bash 3.1 All All All
Application Gnu Bash 3.2 All All All
Application Gnu Bash 3.2.48 All All All
Application Gnu Bash 4.0 All All All
Application Gnu Bash 4.0 rcl All All
Application Gnu Bash 41 All All All
Application Gnu Bash 4.2 All All All
Application Gnu Bash 4.3 All All All

Application Gnu Bash 1.14.0 All All All
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cpe:2.3:a:gnu:bash:1.14. 7

cpe:2.3:a:gnu:bash:2.0:

cpe:2.3:a:gnu:bash:2.01

cpe:2.3:a:gnu:bash:2.01.1: "

cpe:2.3:a:gnu:bash:2.02:*:*

cpe:2.3:a:gnu:bash:2.02.1 "

cpe:2.3:a:gnu:bash:2.03:

cpe:2.3:a:gnu:bash:2.04:

cpe:2.3:a:gnu:bash:2.05:a:*:* "

cpe:2.3:a:gnu:bash:2.05:b:* "%

cpe:2.3:a:gnu:bash:3.0:%:

cpe:2.3:a:gnu:bash:3.1: "

cpe:2.3:a:gnu:bash:3.2: "

cpe:2.3:a:gnu:bash:4.1: =

cpe:2.3:a:gnu:bash:4.2:

cpe:2.3:a:gnu:bash:4.3: "

cpe:2.3:a:gnu:bash:1.14.0:%:%:

cpe:2.3:a:gnu:bash:1.14.1: %7

cpe:2.3:a:gnu:bash:1.14.2: %

cpe:2.3:a:gnu:bash:1.14.3: %%

cpe:2.3:a:gnu:bash:1.14.4:% x>

cpe:2.3:a:gnu:bash:1.14.5: %

cpe:2.3:a:gnu:bash:1.14.6:%:



cpe:2.3:a:gnu:bash:1.14. 7 =

cpe:2.3:a:gnu:bash:2.0:

cpe:2.3:a:gnu:bash:2.02.1

cpe:2.3:a:gnu:bash:2.03:

cpe:2.3:a:gnu:bash:2.04:*:**

cpe:2.3:a:gnu:bash:2.05: "

cpe:2.3:a:gnu:bash:2.05:a:*:***: "

cpe:2.3:a:gnu:bash:2.05:b:*:***: %

cpe:2.3:a:gnu:bash:3.0:":

cpe:2.3:a:gnu:bash:3.1: "

cpe:2.3:a:gnu:bash:3.2: "

cpe:2.3:a:gnu:bash:4.1: =

cpe:2.3:a:gnu:bash:4.2:

cpe:2.3:a:gnu:bash:4.3: "

No vendor comments have been submitted for this CVE
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