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Summary

CVE CVE-2014-7207

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-10 11:55:00 UTC

Updated 2014-12-24 03:00:00 UTC

Description A certain Debian patch to the IPv6 implementation in the Linux kernel 3.2.x through 3.2.63 does not properly validate arguments in ipv6_select_ident function calls, which allows local users to cause a denial of service (NULL pointer dereference and system crash) by leveraging (1) tun or (2) macvtap device access.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.2 All All All

Operating System Linux Linux Kernel 3.2 All All All

Operating System Linux Linux Kernel 3.2 rc2 All All

Operating System Linux Linux Kernel 3.2 rc3 All All

Operating System Linux Linux Kernel 3.2 rc4 All All

Operating System Linux Linux Kernel 3.2 rc5 All All

Operating System Linux Linux Kernel 3.2 rc6 All All

Operating System Linux Linux Kernel 3.2 rc7 All All

Operating System Linux Linux Kernel 3.2.1 All All All

Operating System Linux Linux Kernel 3.2.1 All All All

Operating System Linux Linux Kernel 3.2.10 All All All

Operating System Linux Linux Kernel 3.2.11 All All All

Operating System Linux Linux Kernel 3.2.12 All All All

Operating System Linux Linux Kernel 3.2.13 All All All

Operating System Linux Linux Kernel 3.2.14 All All All

Operating System Linux Linux Kernel 3.2.15 All All All

Operating System Linux Linux Kernel 3.2.16 All All All
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Operating System Linux Linux Kernel 3.2.16 All All All

Operating System Linux Linux Kernel 3.2.17 All All All

Operating System Linux Linux Kernel 3.2.18 All All All

Operating System Linux Linux Kernel 3.2.19 All All All

Operating System Linux Linux Kernel 3.2.2 All All All

Operating System Linux Linux Kernel 3.2.20 All All All

Operating System Linux Linux Kernel 3.2.21 All All All

Operating System Linux Linux Kernel 3.2.22 All All All

Operating System Linux Linux Kernel 3.2.23 All All All

Operating System Linux Linux Kernel 3.2.24 All All All

Operating System Linux Linux Kernel 3.2.25 All All All

Operating System Linux Linux Kernel 3.2.26 All All All

Operating System Linux Linux Kernel 3.2.27 All All All

Operating System Linux Linux Kernel 3.2.28 All All All

Operating System Linux Linux Kernel 3.2.29 All All All

Operating System Linux Linux Kernel 3.2.3 All All All

Operating System Linux Linux Kernel 3.2.30 All All All

Operating System Linux Linux Kernel 3.2.31 All All All

Operating System Linux Linux Kernel 3.2.32 All All All

Operating System Linux Linux Kernel 3.2.33 All All All

Operating System Linux Linux Kernel 3.2.34 All All All

Operating System Linux Linux Kernel 3.2.35 All All All

Operating System Linux Linux Kernel 3.2.36 All All All

Operating System Linux Linux Kernel 3.2.37 All All All

Operating System Linux Linux Kernel 3.2.38 All All All

Operating System Linux Linux Kernel 3.2.39 All All All

Operating System Linux Linux Kernel 3.2.4 All All All

Operating System Linux Linux Kernel 3.2.40 All All All

Operating System Linux Linux Kernel 3.2.41 All All All

Operating System Linux Linux Kernel 3.2.42 All All All

Operating System Linux Linux Kernel 3.2.43 All All All

Operating System Linux Linux Kernel 3.2.44 All All All

Operating System Linux Linux Kernel 3.2.45 All All All

Operating System Linux Linux Kernel 3.2.46 All All All

Operating System Linux Linux Kernel 3.2.47 All All All

Operating System Linux Linux Kernel 3.2.48 All All All
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Operating System Linux Linux Kernel 3.2.49 All All All

Operating System Linux Linux Kernel 3.2.5 All All All

Operating System Linux Linux Kernel 3.2.50 All All All

Operating System Linux Linux Kernel 3.2.51 All All All

Operating System Linux Linux Kernel 3.2.52 All All All

Operating System Linux Linux Kernel 3.2.53 All All All

Operating System Linux Linux Kernel 3.2.54 All All All

Operating System Linux Linux Kernel 3.2.55 All All All

Operating System Linux Linux Kernel 3.2.56 All All All

Operating System Linux Linux Kernel 3.2.57 All All All

Operating System Linux Linux Kernel 3.2.58 All All All

Operating System Linux Linux Kernel 3.2.59 All All All

Operating System Linux Linux Kernel 3.2.6 All All All

Operating System Linux Linux Kernel 3.2.60 All All All

Operating System Linux Linux Kernel 3.2.61 All All All

Operating System Linux Linux Kernel 3.2.62 All All All

Operating System Linux Linux Kernel 3.2.63 All All All

Operating System Linux Linux Kernel 3.2.7 All All All

Operating System Linux Linux Kernel 3.2.8 All All All

Operating System Linux Linux Kernel 3.2.9 All All All

Operating System Linux Linux Kernel 3.25 All All All

Operating System Linux Linux Kernel 3.2 All All All

Operating System Linux Linux Kernel 3.2 All All All

Operating System Linux Linux Kernel 3.2 rc2 All All

Operating System Linux Linux Kernel 3.2 rc3 All All

Operating System Linux Linux Kernel 3.2 rc4 All All

Operating System Linux Linux Kernel 3.2 rc5 All All

Operating System Linux Linux Kernel 3.2 rc6 All All

Operating System Linux Linux Kernel 3.2 rc7 All All

Operating System Linux Linux Kernel 3.2.1 All All All

Operating System Linux Linux Kernel 3.2.1 All All All

Operating System Linux Linux Kernel 3.2.10 All All All

Operating System Linux Linux Kernel 3.2.11 All All All

Operating System Linux Linux Kernel 3.2.12 All All All

Operating System Linux Linux Kernel 3.2.13 All All All

Operating System Linux Linux Kernel 3.2.14 All All All
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Operating System Linux Linux Kernel 3.2.14 All All All

Operating System Linux Linux Kernel 3.2.15 All All All

Operating System Linux Linux Kernel 3.2.16 All All All

Operating System Linux Linux Kernel 3.2.17 All All All

Operating System Linux Linux Kernel 3.2.18 All All All

Operating System Linux Linux Kernel 3.2.19 All All All

Operating System Linux Linux Kernel 3.2.2 All All All

Operating System Linux Linux Kernel 3.2.20 All All All

Operating System Linux Linux Kernel 3.2.21 All All All

Operating System Linux Linux Kernel 3.2.22 All All All

Operating System Linux Linux Kernel 3.2.23 All All All

Operating System Linux Linux Kernel 3.2.24 All All All

Operating System Linux Linux Kernel 3.2.25 All All All

Operating System Linux Linux Kernel 3.2.26 All All All

Operating System Linux Linux Kernel 3.2.27 All All All

Operating System Linux Linux Kernel 3.2.28 All All All

Operating System Linux Linux Kernel 3.2.29 All All All

Operating System Linux Linux Kernel 3.2.3 All All All

Operating System Linux Linux Kernel 3.2.30 All All All

Operating System Linux Linux Kernel 3.2.31 All All All

Operating System Linux Linux Kernel 3.2.32 All All All

Operating System Linux Linux Kernel 3.2.33 All All All

Operating System Linux Linux Kernel 3.2.34 All All All

Operating System Linux Linux Kernel 3.2.35 All All All

Operating System Linux Linux Kernel 3.2.36 All All All

Operating System Linux Linux Kernel 3.2.37 All All All

Operating System Linux Linux Kernel 3.2.38 All All All

Operating System Linux Linux Kernel 3.2.39 All All All

Operating System Linux Linux Kernel 3.2.4 All All All

Operating System Linux Linux Kernel 3.2.40 All All All

Operating System Linux Linux Kernel 3.2.41 All All All

Operating System Linux Linux Kernel 3.2.42 All All All

Operating System Linux Linux Kernel 3.2.43 All All All

Operating System Linux Linux Kernel 3.2.44 All All All

Operating System Linux Linux Kernel 3.2.45 All All All

Operating System Linux Linux Kernel 3.2.46 All All All
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Operating System Linux Linux Kernel 3.2.47 All All All

Operating System Linux Linux Kernel 3.2.48 All All All

Operating System Linux Linux Kernel 3.2.49 All All All

Operating System Linux Linux Kernel 3.2.5 All All All

Operating System Linux Linux Kernel 3.2.50 All All All

Operating System Linux Linux Kernel 3.2.51 All All All

Operating System Linux Linux Kernel 3.2.52 All All All

Operating System Linux Linux Kernel 3.2.53 All All All

Operating System Linux Linux Kernel 3.2.54 All All All

Operating System Linux Linux Kernel 3.2.55 All All All

Operating System Linux Linux Kernel 3.2.56 All All All

Operating System Linux Linux Kernel 3.2.57 All All All

Operating System Linux Linux Kernel 3.2.58 All All All

Operating System Linux Linux Kernel 3.2.59 All All All

Operating System Linux Linux Kernel 3.2.6 All All All

Operating System Linux Linux Kernel 3.2.60 All All All

Operating System Linux Linux Kernel 3.2.61 All All All

Operating System Linux Linux Kernel 3.2.62 All All All

Operating System Linux Linux Kernel 3.2.63 All All All

Operating System Linux Linux Kernel 3.2.7 All All All

Operating System Linux Linux Kernel 3.2.8 All All All

Operating System Linux Linux Kernel 3.2.9 All All All

Operating System Linux Linux Kernel 3.25 All All All

References

Reference Source Link Tags

oss-security - CVE-2014-7207 assignment: Debian-specific Linux 3.2 backport issue MLIST www.openwall.com

USN-2417-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Linux Kernel CVE-2014-7207 Local Denial of Service Vulnerability BID www.securityfocus.com

Debian -- Security Information -- DSA-3060-1 linux DEBIAN www.debian.org

#766195 - linux: Network-related panic in Linux 3.2.63 (CVE-2014-7207) - Debian Bug report logs CONFIRM bugs.debian.org

USN-2418-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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