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State

Assigner

Published
Updated

Description

/

Source Priority

CVE-2014-7217

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-10-03 01:55:00 UTC

2016-04-04 13:15:00 UTC

Multiple cross-site scripting (XSS) vulnerabilities in phpMyAdmin 4.0.x before 4.0.10.4, 4.1.x before 4.1.14.5, and 4.2.x befc
| i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Phpmyadmin Phpmyadmin 4.0.0 All All All
Phpmyadmin Phpmyadmin 4.0.0 rc2 All All
Phpmyadmin Phpmyadmin 4.0.0 rc3 All All
Phpmyadmin Phpmyadmin 4.01 All All All
Phpmyadmin Phpmyadmin 4.0.2 All All All
Phpmyadmin Phpmyadmin 4.0.3 All All All
Phpmyadmin Phpmyadmin 4.0.4 All All All
Phpmyadmin Phpmyadmin 4.0.41 All All All
Phpmyadmin Phpmyadmin 4.04.2 All All All
Phpmyadmin Phpmyadmin 4.0.5 All All All
Phpmyadmin Phpmyadmin 4.0.6 All All All
Phpmyadmin Phpmyadmin 4.0.7 All All All
Phpmyadmin Phpmyadmin 4.0.8 All All All
Phpmyadmin Phpmyadmin 4.0.9 All All All
Phpmyadmin Phpmyadmin 41.0 All All All
Phpmyadmin Phpmyadmin 4141 All All All
Phpmyadmin Phpmyadmin 4.1.10 All All All
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Application Phpmyadmin Phpmyadmin 4.0.5 All All All
Application Phpmyadmin Phpmyadmin 4.0.6 All All All
Application Phpmyadmin Phpmyadmin 4.0.7 All All All
Application Phpmyadmin Phpmyadmin 4.0.8 All All All
Application Phpmyadmin Phpmyadmin 4.0.9 All All All
Application Phpmyadmin Phpmyadmin 4.1.0 All All All
Application Phpmyadmin Phpmyadmin 411 All All All
Application Phpmyadmin Phpmyadmin 4.1.10 All All All
Application Phpmyadmin Phpmyadmin 4.1.11 All All All
Application Phpmyadmin Phpmyadmin 4112 All All All
Application Phpmyadmin Phpmyadmin 4.1.13 All All All
Application Phpmyadmin Phpmyadmin 41.14 All All All
Application Phpmyadmin Phpmyadmin 4.1.141 All All All
Application Phpmyadmin Phpmyadmin 4.1.14.3 All All All
Application Phpmyadmin Phpmyadmin 4.1.14.4 All All All
Application Phpmyadmin Phpmyadmin 4.1.2 All All All
Application Phpmyadmin Phpmyadmin 4.1.3 All All All
Application Phpmyadmin Phpmyadmin 4.1.4 All All All
Application Phpmyadmin Phpmyadmin 415 All All All
Application Phpmyadmin Phpmyadmin 4.1.6 All All All
Application Phpmyadmin Phpmyadmin 4.1.7 All All All
Application Phpmyadmin Phpmyadmin 4.1.8 All All All
Application Phpmyadmin Phpmyadmin 4.1.9 All All All
Application Phpmyadmin Phpmyadmin 4.2.0 All All All
Application Phpmyadmin Phpmyadmin 4.21 All All All
Application Phpmyadmin Phpmyadmin 422 All All All
Application Phpmyadmin Phpmyadmin 4.2.3 All All All
Application Phpmyadmin Phpmyadmin 424 All All All
Application Phpmyadmin Phpmyadmin 425 All All All
Application Phpmyadmin Phpmyadmin 4.2.7 All All All
Application Phpmyadmin Phpmyadmin 4.2.71 All All All
Application Phpmyadmin Phpmyadmin 4.2.8 All All All
Application Phpmyadmin Phpmyadmin 4.2.8.1 All All All
Application Phpmyadmin Phpmyadmin 429 All All All
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Reference Source
phpMyAdmin - Security - PMASA-2014-11 CONFIRM

[security] XSS with malicious ENUM values - phpmyadmin/phpmyadmin@c1a3f85 - GitHub  CONFIRM

Security Advisory SA61777 - SUSE update for phpMyAdmin - Secunia SECUNIA
Bug 4544: additional fix for 4.2.x - phpmyadmin/phpmyadmin@304fb2b - GitHub CONFIRM
openSUSE-SU-2014:1280-1: moderate: phpMyAdmin to SUSE
phpMyAdmin CVE-2014-7217 Multiple Cross Site Scripting Vulnerabilities BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link Tags
www.phpmyadmin.net  Patch, V
github.com

secunia.com

github.com

lists.opensuse.org
www.securityfocus.com
WWWw.cve.org canonice

nvd.nist.gov canonice

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994894 PHP (Composer) Security Update for phpmyadmin/phpmyadmin (GHSA-wv8g-fx9j-g2jg)
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