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Summary

CVE CVE-2014-7232

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-04 14:59:00 UTC

Updated 2018-03-28 01:29:00 UTC

Description GE Healthcare Discovery XR656 and XR656 G2 has a password of (1) 2getin for the insite user, (2) 4$xray for the xruser user, and (3) #superxr for the root user, which has unspecified impact and attack vectors. 

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Gehealthcare Discovery Xr656 All All All All

Hardware Gehealthcare Discovery Xr656 All All All All

Hardware Gehealthcare Discovery Xr656 G2 All All All All

Hardware Gehealthcare Discovery Xr656 G2 All All All All

References

Reference Source Link

Vulnerable Breasts And Brains? Cancer Scan Tech Has Terrible Password Security MISC www.forbes.com

GE Medical Devices Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov

Dale Peterson on Twitter: "Funny slide with GE default password word cloud. Go bigguy! #Shakacon http://t.co/t1dcIziQza" MISC twitter.com

Marketplace-US Marketplace Home | GE Healthcare CONFIRM apps.gehealthcare.com

Marketplace-US Marketplace Home | GE Healthcare CONFIRM apps.gehealthcare.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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