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CVE CVE-2014-7235
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-07 14:55:00 UTC
Updated 2019-12-10 16:01:00 UTC

Description htdocs_ari/includes/login.php in the ARl Framework module/Asterisk Recording Interface (ARI) in FreePBX before 2.9.0.9, .

/ |

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freepbx Freepbx 2.10.0.0 All All All
Application Freepbx Freepbx 2.10.0.1 All All All
Application Freepbx Freepbx 2.10.0.10 All All All
Application Freepbx Freepbx 2.10.0.2 All All All
Application Freepbx Freepbx 2.10.0.3 All All All
Application Freepbx Freepbx 2.10.0.4 All All All
Application Freepbx Freepbx 2.10.0.5 All All All
Application Freepbx Freepbx 2.10.0.6 All All All
Application Freepbx Freepbx 2.10.0.7 All All All
Application Freepbx Freepbx 2.10.0.8 All All All
Application Freepbx Freepbx 2.10.0.9 All All All
Application Freepbx Freepbx 2.11.1.0 All All All
Application Freepbx Freepbx 21111 All All All
Application Freepbx Freepbx 211.1.2 All All All
Application Freepbx Freepbx 21113 All All All
Application Freepbx Freepbx 211.1.4 All All All
Application Freepbx Freepbx 2.10.0.0 All All All
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Application Freepbx Freepbx 2.10.0.1 All All All
Application Freepbx Freepbx 2.10.0.10 All All All
Application Freepbx Freepbx 2.10.0.2 All All All
Application Freepbx Freepbx 2.10.0.3 All All All
Application Freepbx Freepbx 2.10.0.4 All All All
Application Freepbx Freepbx 2.10.0.5 All All All
Application Freepbx Freepbx 2.10.0.6 All All All
Application Freepbx Freepbx 2.10.0.7 All All All
Application Freepbx Freepbx 2.10.0.8 All All All
Application Freepbx Freepbx 2.10.0.9 All All All
Application Freepbx Freepbx 2.11.1.0 All All All
Application Freepbx Freepbx 211.1.1 All All All
Application Freepbx Freepbx 211.1.2 All All All
Application Freepbx Freepbx 21113 All All All
Application Freepbx Freepbx 21114 All All All
Application Sangoma Freepbx 2.11.0.0 All All All
Application Sangoma Freepbx 2.11.0.1 All All All
Application Sangoma Freepbx 2.11.0.2 All All All
Application Sangoma Freepbx 2.11.0.3 All All All
Application Sangoma Freepbx 2.11.04 All All All
Application Sangoma Freepbx 2.11.0.0 All All All
Application Sangoma Freepbx 2.11.0.1 All All All
Application Sangoma Freepbx 2.11.0.2 All All All
Application Sangoma Freepbx 2.11.0.3 All All All
Application Sangoma Freepbx 2.11.0.4 All All All
Application Sangoma Freepbx All All All All
Reference Source

Security Advisory SA61601 - FreePBX ARI Framework &quot;unserialize()&quot; Data Manipulation Vulnerability - Secunia  SECUNIA

Critical FreePBX RCE Vulnerability (ALL Versions) CVE-2014-7235 - FreePBX Community Forums CONFIRM
FREEPBX-8070 Turn all serialized into json - FreePBX-ContributedModules/fw_ari@f294b45 - GitHub CONFIRM
Freepbx < 2.11.1.5 - Remote Code Execution - PHP webapps Exploit EXPLOIT-DB
IBM X-Force Exchange XF

FreePBX Authentication Bypass / Account Creation = Packet Storm MISC
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FreePBX Index.php’ Remote Command Execution vVuinerability

BID
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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