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Summary

CVE CVE-2014-7237

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-16 00:55:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description lib/TWiki/Sandbox.pm in TWiki 6.0.0 and earlier, when running on Windows, allows remote attackers to bypass intended access restrictions and upload files with restricted names via a null byte (%00) in a filename to bin/upload.cgi, as demonstrated using .htaccess to execute arbitrary code.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Twiki Twiki All All All All

References

Reference

Full Disclosure: TWiki Security Alert CVE-2014-7237: Apache configuration file upload on TWiki on Windows server

SecurityAlert-CVE-2014-7237 < Codev < TWiki

IBM X-Force Exchange

TWiki 'Sandbox.pm' File Validation Flaw Lets Remote Authenticated Users Upload Arbitrary Windows Apache Configuration Files - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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