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Summary

CVE CVE-2014-7246

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-14 00:59:00 UTC

Updated 2015-02-10 18:09:00 UTC

Description The Core Server in OpenAM 9.5.3 through 9.5.5, 10.0.0 through 10.0.2, 10.1.0-Xpress, and 11.0.0 through 11.0.2, when deployed on a multi-server network, allows remote authenticated users to cause a denial of service (infinite loop) via a crafted cookie in a request.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Forgerock Openam 10.0.0 All All All

Application Forgerock Openam 10.0.1 All All All

Application Forgerock Openam 10.0.2 All All All

Application Forgerock Openam 10.1.0 All All All

Application Forgerock Openam 11.0.0 All All All

Application Forgerock Openam 11.0.1 All All All

Application Forgerock Openam 11.0.2 All All All

Application Forgerock Openam 9.5.3 All All All

Application Forgerock Openam 9.5.4 All All All

Application Forgerock Openam 9.5.5 All All All

Application Forgerock Openam 10.0.0 All All All

Application Forgerock Openam 10.0.1 All All All

Application Forgerock Openam 10.0.2 All All All

Application Forgerock Openam 10.1.0 All All All

Application Forgerock Openam 11.0.0 All All All

Application Forgerock Openam 11.0.1 All All All

Application Forgerock Openam 11.0.2 All All All
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Application Forgerock Openam 11.0.2 All All All

Application Forgerock Openam 9.5.3 All All All

Application Forgerock Openam 9.5.4 All All All

Application Forgerock Openam 9.5.5 All All All

References

Reference Source Link Tags

OpenAM Security Advisory #201404 - ForgeRock Community CONFIRM forgerock.org Patch, Vendor Advisory

JVNDB-2014-000129 JVNDB jvndb.jvn.jp

sources.forgerock.org/changelog/openam CONFIRM sources.forgerock.org Vendor Advisory

JVN#65559247: OpenAM vulnerable to denial-of-service (DoS) JVN jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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