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CVE CVE-2014-7250
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-12-12 03:03:00 UTC
Updated 2014-12-12 20:28:00 UTC

Description The TCP stack in 4.3BSD Net/2, as used in FreeBSD 5.4, NetBSD possibly 2.0, and OpenBSD possibly 3.6, does not propt
i

/ |

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Bsd Bsd 43 All All All

Operating System Bsd Bsd 4.3 All All All

Operating System Freebsd Freebsd 5.4 All All All

Operating System Freebsd Freebsd 5.4 All All All

Operating System Netbsd Netbsd 2.0 All All All

Operating System Netbsd Netbsd 2.0 All All All

Operating System Openbsd Openbsd 3.6 All All All

Operating System Openbsd Openbsd 3.6 All All All

Reference Source Link Tags
JVNDB-2014-000134 JVNDB jvndb.jvn.jp Vendor Advisory
JVN#07930208: BSD Operating Systems vulnerable to denial-of-service (DoS) JVN jvn.jp Vendor Advisory
Bug 195243 — [Vulnerability info disclosed] CVE-2014-7250 MISC bugs.freebsd.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2014-7250/mitre
https://cve.report/CVE-2014-7250/nist
https://cve.report/CVE-2014-7250/cve_org
https://cve.report/CVE-2014-7250.pdf
http://cve.report/vendor/bsd
http://cve.report/software/bsd/bsd
http://cve.report/vendor/bsd
http://cve.report/software/bsd/bsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/netbsd
http://cve.report/software/netbsd/netbsd
http://cve.report/vendor/netbsd
http://cve.report/software/netbsd/netbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://jvndb.jvn.jp/jvndb/JVNDB-2014-000134
http://jvn.jp/en/jp/JVN07930208/index.html
https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=195243
https://www.cve.org/CVERecord?id=CVE-2014-7250
https://nvd.nist.gov/vuln/detail/CVE-2014-7250

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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