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Summary

CVE CVE-2014-7252

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-05 17:59:00 UTC

Updated 2014-12-08 13:55:00 UTC

Description Multiple unspecified vulnerabilities in the Syslink driver for Texas Instruments OMAP mobile processor, as used on NTT DOCOMO ARROWS Tab LTE F-01D, ARROWS X LTE F-05D, Disney Mobile on docomo F-08D, REGZA Phone T-01D, and PRADA phone by LG L-02D; and SoftBank SHARP handsets 102SH allow local users to execute arbitrary code or read kernel memory via unknown vectors related to userland data and "improper data validation."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Disney Interactive Disney Mobile - All All All

Operating System Disney Interactive Disney Mobile - All All All

Hardware Fujitsu Arrows Tab Lte F-01d All All All All

Hardware Fujitsu Arrows Tab Lte F-01d All All All All

Hardware Fujitsu Arrows X Lte F-05d - All All All

Hardware Fujitsu Arrows X Lte F-05d - All All All

Hardware Fujitsu F-08d - All All All

Hardware Fujitsu F-08d - All All All

Hardware Fujitsu Regza Phone T-01d - All All All

Hardware Fujitsu Regza Phone T-01d - All All All

Hardware Lg Prada Phone L-02d - All All All

Hardware Lg Prada Phone L-02d - All All All

Hardware Sharp Softbank 102sh - All All All

Hardware Sharp Softbank 102sh - All All All
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JVNDB-2014-000137 JVNDB

JVN#67792023: Multiple improper data validation vulnerabilities in Syslink driver for Texas Instruments OMAP mobile processors JVN

Japan Vulnerability Notes/Information from NTT DOCOMO, INC. MISC

Japan Vulnerability Notes/Information from SoftBank MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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