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Summary

CVE CVE-2014-7256

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-05 17:59:00 UTC

Updated 2015-10-28 18:14:00 UTC

Description The (1) PPP Access Concentrator (PPPAC) and (2) Dial-Up Networking Internet Initiative Japan Inc. SEIL series routers SEIL/x86 Fuji 1.00 through 3.22; SEIL/X1, SEIL/X2, and SEIL/B1 1.00 through 4.62; SEIL/Turbo 1.82 through 2.18; and SEIL/neu 2FE Plus 1.82 through 2.18 allow remote attackers to cause a denial of service (restart) via crafted (a) GRE or (b) MPPE packets.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iij Seil B1 - All All All

Hardware Iij Seil B1 - All All All

Operating System Iij Seil B1 Firmware All All All All

Hardware Iij Seil Plus - All All All

Hardware Iij Seil Plus - All All All

Operating System Iij Seil Plus Firmware 1.82 All All All

Operating System Iij Seil Plus Firmware 1.83 All All All

Operating System Iij Seil Plus Firmware 1.84 All All All

Operating System Iij Seil Plus Firmware 1.85 All All All

Operating System Iij Seil Plus Firmware 1.86 All All All

Operating System Iij Seil Plus Firmware 1.87 All All All

Operating System Iij Seil Plus Firmware 1.88 All All All

Operating System Iij Seil Plus Firmware 1.89 All All All

Operating System Iij Seil Plus Firmware 1.90 All All All

Operating System Iij Seil Plus Firmware 1.91 All All All

Operating System Iij Seil Plus Firmware 1.92 All All All

Operating System Iij Seil Plus Firmware 1.93 All All All
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Operating System Iij Seil Plus Firmware 1.93 All All All

Operating System Iij Seil Plus Firmware 1.94 All All All

Operating System Iij Seil Plus Firmware 1.95 All All All

Operating System Iij Seil Plus Firmware 1.96 All All All

Operating System Iij Seil Plus Firmware 1.97 All All All

Operating System Iij Seil Plus Firmware 1.98 All All All

Operating System Iij Seil Plus Firmware 1.99 All All All

Operating System Iij Seil Plus Firmware 2.01 All All All

Operating System Iij Seil Plus Firmware 2.02 All All All

Operating System Iij Seil Plus Firmware 2.03 All All All

Operating System Iij Seil Plus Firmware 2.04 All All All

Operating System Iij Seil Plus Firmware 2.05 All All All

Operating System Iij Seil Plus Firmware 2.06 All All All

Operating System Iij Seil Plus Firmware 2.07 All All All

Operating System Iij Seil Plus Firmware 2.08 All All All

Operating System Iij Seil Plus Firmware 2.09 All All All

Operating System Iij Seil Plus Firmware 2.10 All All All

Operating System Iij Seil Plus Firmware 2.11 All All All

Operating System Iij Seil Plus Firmware 2.12 All All All

Operating System Iij Seil Plus Firmware 2.13 All All All

Operating System Iij Seil Plus Firmware 2.14 All All All

Operating System Iij Seil Plus Firmware 2.15 All All All

Operating System Iij Seil Plus Firmware 2.16 All All All

Operating System Iij Seil Plus Firmware 2.17 All All All

Operating System Iij Seil Plus Firmware 2.18 All All All

Operating System Iij Seil Plus Firmware 1.82 All All All

Operating System Iij Seil Plus Firmware 1.83 All All All

Operating System Iij Seil Plus Firmware 1.84 All All All

Operating System Iij Seil Plus Firmware 1.85 All All All

Operating System Iij Seil Plus Firmware 1.86 All All All

Operating System Iij Seil Plus Firmware 1.87 All All All

Operating System Iij Seil Plus Firmware 1.88 All All All

Operating System Iij Seil Plus Firmware 1.89 All All All

Operating System Iij Seil Plus Firmware 1.90 All All All

Operating System Iij Seil Plus Firmware 1.91 All All All

Operating System Iij Seil Plus Firmware 1.92 All All All
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